OBPA30OBATEJIBHOE YACTHOE YYPEXK/IEHHUE
JOMMOJHUTEJIBHOI'O NPO®PECCUOHAJIBHOT' O
OBPA30BAHUS "HEHTP OBYUYEHUS "CIHELIUAJIUCT" YHIL IIPHA
MI'TY UM. H.D. BAYMAHA
Oy IO «CINENUAJIUCT»)

123242, ropon Mockga, yauua 3oonoruueckan. 1om 11, erpoenne 2, arax 2, nomenienne Nel, kompara Nol2,
MHH 7701168244, OI'PH 1127799002990

Yreepikaaio:
Huperrop OHY JITTO «Crnenmanuers»
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JlononHuTeIbHASE NPOECCHOHAILHAS NPOrPaMMa
MOBBIMIEHUS KBAJTUPUKANUU

«SISAS: Bueapenue pemennii Cisco st
3AIAINEHHOIO A0CTYA»

ropoa Mockea



Ob6pa3zoBaTe/ibHOE YacTHOE YUpeKIeHHe
donoHATEeNBHOrO npodeccnonalibHoro obpazosanns «Llentp
KOMIBLIOTEPHOro 0byuenus «Cnennanner» YueGHO-HAYHHOr0 HEHTPA NPH
MI'TY um. H.D. Baymana»

(O1Y «Cnennaauncr»)

123242, ropoa Mockea, ynuua 3oonorvueckas, nom 11, crpoenue 2, nomeutenue |, komuara | |
MHH 7701257303, OI'PH 1037739408189

Yreepikaao:
YV «CneunalueTs

Rpuropeesa/
/12018 rona

JlomotHUTEIbHASI MPO(ECCUOHAIBLHAS POrPaMMa
NOBLILIEHNUS KBAJUPUKALMH

«SISAS: Bueapenue pemennii Cisco ais
3AIIUINEHHOTO JOCTYA»

ropoa Mockea



06])330!331’6‘.1][:“08 HACTHOE YUpPeK/IeHHe
AONOJITHHTEJIBHOIO ﬂpO(l)GCCHDHHJ]bHDFO OﬁpEIBOBBHHH

«lenTp komneroTepHoro odyuenusi «Cneuunanucr.Py»
YyebHo-nHayunoro uentpa npu MI'TY um. H.D. baymana»
(O9Y «Cnennanncr.Py»)

123317, ropoa Mocksa, ynuua 3oon0rnyeckas, 1om 11, ctpoerue 2, noMeulenue I, sTax 2, komHata 14
HHH 7701345493, OI'PH 103770192703 |

Yreepaaao:
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JlomotHuTEeILHAS NpodeccuoHaAIbLHAS TporpaMMa
MOBbIIIECHHUS KBAJIUPUKALMU

«SISAS: Bueapenue pemennit Cisco st
3AMUIIEHHOIO J0CTYIIA»

ropoa Mockga



OBPA3OBATEJILHOE YACTHOE YUYPEX/JIEHUE
JOMOJHUATEJHLHOTO MPO®ECCUOHAJILHOTO
OBPA3OBAHUS "IIEHTP OBYUYEHWS "COENUAJIMCT" YHII ITPU
MI'TY UM. H.3. BAYMAHA
(OUY IO «CIEIMAJIUACT)

123242, ropox Mocksa, ynuna 3oonoruyeckas, 1om 11, crpoenue 2, stax 2, nomerienue Nel, komHata Nel2,
WHH 7701168244, OI'PH 1127799002990

YT1Bepxkaao:
Hupexrop OUY AI1O «Crermaaucty

/E.B.Jlo6pwiHeBa/
«01» mrons 2018 roga

JlomosiHuTEIbHAA PO eCcCHOHAIBHAS MPOrPaMMa
MOBBIIIEHUA KBAJINPUKALNH

«SISAS: Buenpenue pemenuii Cisco s
3aIMINEHHOTO OCTYIIA»

ropoa Mockaa



Oo0pa3oBaTeibHOE YACTHOE YUpeKIeHne
JlonmoTHUTEILHOTO NPodeccHnoHATBLHOT0 00pa3oBanus «LeHTp
KOMIILIOTEPHOT0 00yueHusi «CrenuaanucT» Y4e0HO-HAYyYHOr0 HeHTPa NpHu
MI'TY um. H.D. baymana»

(0O9Y «Cnenuaaucr)

123242, ropong Mocksa, ynuia 3oomorudeckas, AoM 11, ctpoenue 2, momenienwue I, komaara 11
MHH 7701257303, OT'PH 1037739408189

YT1Bepxkaato:
Hupextop OUY «Crnenumanucm»

/T.C.I'puropbesa/
«01» monst 2018 roma

JonosiHuTEeIbHAA NIPOeCCHOHATBHAA NIPOrpaMmMa
NMOBbINICHUS KBAJUPUKALUA

«SISAS: Bueapenue pemenuii Cisco ais
3aLUIIEHHOTO JOCTYIIA»

ropoa Mockaa



OO0pa3oBaTe/ibHOE YaCTHOE YUpesKIeHHe
AOMOJHUTEIBHOTO NPO¢ecCHOHAIBHOT0 00pa30BaAHUA

«leHnTp KOMNBbIOTEpHOT0 00yuYeHus1 «Cnenuaauct.Py»
YueOHo-HayuHoro uenrpa npu MI'TY um. H.D. baymana»
(09Y «Cneunaaucr.Py»)

123317, ropox Mocksa, ynuira 3ooaorudeckas, oM 11, ctpoenue 2, momerienwue I, atax 2, komHara 14
WHH 7701345493, OT'PH 1037701927031

YTBepxaaro:
Hupexrop OUY «Crernanuct.Py»

/O.B.Ilnuyruna/
« 01 » 06 2018  roma

JlonmoiHuTEIBbHAA MPO(PEcCHOHATIBHAS IPOrPaMMa
NMOBBIIIEHHUSI KBAJTH(PUKAITUA

«SISAS: Buenpenne pemenuii Cisco s
3aLUIIEHHOTO JOCTYIIA»

ropoa Mockaa



[Tporpamma pa3zpaboTaHa B COOTBETCTBHU C IpHKa3oM MuHHCTepCTBa 0Opa3oBaHUS U
Hayku Poccuiickoit @eneparun ot 1 wmrons 2013 r. N 499 "OO6 yrBepxaenun Ilopsinka
OpraHu3allil M OCYILECTBJIEHUS 00pa30BaTEIbHOM JEATEIBHOCTH 10 JONOJHHUTEIbHBIM
npodeccuOHaTBLHBIM MporpaMmmam’.

[ToBbiieHne KBaJM(UKAUU ~ CIOyHIaTeNed, OCYLIECTBISIEMOE B COOTBETCTBUU C
POTPaMMOii, MPOBOAUTCS C UCIOJB30BAHUEM MOAYJIBHOTO TPHUHIMIIA MOCTPOSHHUS y4eOHOTro
IUIaHa ¢ IPUMEHEHUEM Pa3INYHbIX 00pa30BaTEIbHBIX TEXHOJIOTHI, B TOM YHCJIE AUCTAaHIIMOHHBIX
00pa30BaTEeNbHBIX TEXHOJIOTHI U 3JIEKTPOHHOTO O0YYEHHS B COOTBETCTBUU C 3aKOHOAATEIHCTBOM
00 00pa3oBaHUM.

JlononHutenbHas  OpodeccHoHanbHas  NporpaMMa  IOBBINICHHS — KBalM(UKaluy,
pa3paboraHa o0O0pa3oBaTENbHONW OpraHM3alueil B COOTBETCTBUU C 3aKOHOJATEIbCTBOM
Poccuiickoit @enepannu, BKIIOYAET BCE MOAYINH, YKa3aHHbIE B y4eOHOM IUTaHE.

CopneprkaHue OLEHOYHBIX M METOAMYECKMX MaTepHalIOB OIpeneNseTcss 00pa3oBaTeIbHON
OpraHu3alel caMOCTOATENbHO C YYETOM IOJOXEHHH 3aKoHOAaTenbcTBa 00 0Opa3oBaHUM
Poccuiickoit deneparumu.

CtpykTypa  JONOJHHUTENbHON  MPO(GECCHOHATBHOW  MPOrpaMMBbl  COOTBETCTBYET
TpeboBaHusaM [lopsaka opraHu3alMu M OCYIIECTBIECHUS 00pa30oBaTEIbHON IESATEIBLHOCTH IO
JIOTIOJTHUTEIBHBIM MPO(EeCCHOHATBHBIM MPOTrpaMMaM, YTBEPKIESHHOTO NMpHKa3oM MuHOOpHAYKH
Poccunm ot 1 nrons 2013 r. N 499.

O0bveM JIOMOJTHUTENBHOM TNPO(ECCHOHANBHOM MporpaMMbl BHE 3aBHCHUMOCTH  OT
IIPUMEHSAEMbIX 00pa30BaTeIbHBIX TEXHOIOTUH, JOIKEH ObITh HE MEHee 16 akaleMHUUeCKUX YacoB.
Cpoku ee 0OCBOEHUS ONPEEIIAIOTCS 00pa3oBaTeIbHON OpraHu3aeld CaMoCTOSTENbHO.

®opMbl  00yueHHs ciymartened (o4yHas, OYHO-3a04YHas, 3a04YHAasl) OIMPEICISIOTCS
00pa30BaTeNbHON OPraHu3aIllue CaMOCTOATENIBHO.

K ocBoeHMIO TOTIOHUTENBHBIX TPOPECCHOHATBHBIX IPOrPaMM JOMYCKAIOTCA:

- U113, UMEIOIIHe cpeaHee MpodecCHOHaTbHOE U (WIIK) BBICIIEE 00pa30BaHHE;

- JIMIIa, TTOJTyJarolue cpeanee npodeccuoHanbHoe U (MiIM) BhIcIiee 0Opa3oBaHUE.

Jns  ompeneneHust CTPYKTYPbl JOMOJHUTEIBHONH MNpOo(hecCHOHAIBHOW MpPOTrpaMMbl U
TPYAOEMKOCTH €€ OCBOECHHS MOXKET IPUMEHSThCS CHUCTEMa 3aueTHbIX equHML. KonmdecTBo
3aYETHBIX EAWHUI] IO JOMOJHUTEIBHONH NPOo(ecCHOHANBHOM MporpaMMe YyCTaHABIWBACTCS
OpraHu3aIuen.

OOpa3zoBarenbHas JEATENBHOCTh CIyHIaTelNed TNpeaycMaTpUBAaeT CIEAYIOIINE BHJIBI
Y4EOHBIX 3aHATUM M y4eOHbIX paloT: JEKIUM, NPAKTUYECKHEe U CEMHUHApCKHUE 3aHATHS,
nabopaTopHble pabOThI, KPYTJIbIE CTOJIBI, MACTEP-KIAcChl, MACTEPCKUE, ACTOBBIC UTPHI, POJIEBbIC
UTpBl, TPEHUHIH, CEMUHApbl IO OOMEHY OIIBITOM, BBbIE3/IHbIE 3aHATUS, KOHCYJIbTALHH,
BBITIOJIHEHUE AaTTECTAL[MOHHOW, IUIUIOMHOHM, MPOEKTHOW pabOThl M Jpyrue BHUABI Y4EOHBIX
3aHATUHN U Y4EOHBIX pabOT, ONpeCIICHHBIC YUeOHBIM TUIAHOM.

Annoranus. Kypc paspaboran st noarotoku k ceptudurarmu CCNP Security. Kpome
TOrO, C IOMOULIbI0 TEOPUM M JIADOPATOPHBIX PAOOT MaHHBIM Kypc HMOMOXET CHUCTEMHBIM
UH)XEHEpaM, CIICUATU3UPYIOIIUMCS Ha 0€30MacHOCTH, MOATOTOBUTHCS K BHEIPEHUIO PEIICHHS
Cisco Identity Services Engine u 802.1X my1st 3a1iuThl Ha YpOBHE JIOCTYTIA.

esab nporpamMmbI:

Lenb Kypca - MpeAOCTaBUTh CIYMIATENSAM MPAKTUYECKUN OMBIT PabOThI C HACTPOHKON U
KOH(HUTYpHpOBaHUEM PA3IUIHBIX MPOJABUHYTHIX pelIeHni odecrieueHus 6e3onacHoct Cisco s
IPEOTBPALICHNS BHEIIHUX YIpo3 U 00eCTIeYeHHs 3alIUThl YCTPONUCTB, MOIKIIOYEHHBIX K ceTH. B
KOHIIE Kypca Bbl CMOXXET€ CHU3UTh PHUCK s cBoux IT-mHOpacTpykTyp M TPHIOKEHUH C
MOMOIIIBIO HcTIoNb30BaHus ¢pyHKIUi ISE 1 oka3bIBaTh OnepaTuBHYIO TEXHUUECKYIO TIOJICPKKY U
KOHTPOJIb JOCTYIIA K CETH.



COBepIHeHCTByeMBIe KOMIICTCHIINH

Komrmerenrms

Hanpasnenne noarotoBku

SEOEPANBHOIO
FOCYOAPCTBEHHOIO
OBPA3OBATEJIbHOIO
CTAHOAPTA
BbICLWEIO
OBPA30OBAHWA NO
HATMPABJIEHNIO
rnoaroToBKK 09.03.02
NH®OPMALIMOHHbLIE
CUCTEMbI 1
TEXHONOInn (YPOBEHb
BAKAJTABPUATA)

Kox kommerenimmn

CIIOCOOHOCTBIO TPOBOJIUTH BBIOOP MCXOMHBIX MaHHBIX st | [IK-4

POEKTUPOBAHUS

CIIOCOOHOCTBIO  HCIIONB30BaTh  Mmaremarmdeckme  Meronsl | I[IK-25

O6pa6OTKI/I, aHaJIn3a U CUHTE3a pC3yJIbTaTOB HpO(l)eCCI/IOHaJ'ILHBIX

HUCCIETOBaHUN

CoBepuieHCTBYeMble KOMIIETEHIMH B COOTBETCTBHM € TPYAOBbIMH (UKIHMSAMU
npogeccuoHaJIbLHOI0 CTaHaapTa «CHCTEeMHBIH aJIMUHHCTPATOP MH(QOPMAITIOHHO-
KOMMYHUKanmMoHHBIX cucteM” (IIpuka3z MuHHCTEpCTBa TpyJa U CONMMAIBHOMN 3amuThel PO 0T 5 OKTAOpS
2015r. N 684n "OO yTBepx)aeHHH NOpodeccHoHaNFHOTO craHaapra "CHUCTeMHBIH aIMHHUCTPATOP
UHGOPMAIMOHHO-KOMMYHHUKAIIMOHHBIX CUCTEM").

Ne

Komnerenmms

OTD

Hanpasnenne noarotoBku

[IPO®ECCUOHAJIbHBIN CTAHJIAPT
«CucteMHBIN aAMUHUCTPATOP
WHGOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX
CUCTEM»

Tpynossle hyHKINN (KOKT)

B5

AMUHUCTPUPOBAHUE MIPHUKJIATHOTO
MPOrPaMMHOTO

Ob6ecnieueHMS HHGOKOMMYHHKAIIHOHHOM
CHCTEMBI OpraHU3aluu

B/01.5 VYcTaHoBka MPUKJIAHOTO
MPOrPaMMHOTO OOeCTIeUeHusI

B/02.5 OnieHKa KpUTUYHOCTH
BO3HUKHOBEHUS WHIIUICHTOB IpU paboTe
MPUKJIAHOTO MPOTPAMMHOIO
obecrieueHusl.

B/03.5 OnTuMusanus

(G YHKIIMOHUPOBAHUS MPUKIIATHOTO
MIPOrpaMMHOTO 00ecTIeueHUs

B/04.5 NaTerpanust NpukiaaJgHOro
MIPOrpPaMMHOTO OOECTIeUeHHUs B EAUHYIO
CTPYKTYpY UH(POKOMMYHHUKAITMOHHON
CUCTEMBI.

B/05.5 Peanuzanus perinameHToOB
obecrieueHrst ”HPOPMAITMOHHON
0€30MMacHOCTH MPUKIIATHOTO
MIPOTPaMMHOTO 00€CTICUCHHUSI.




B/06.5 Pa3paboTka HOpMaTHBHO-
TEXHUYECKOH JIOKyMEHTAIIMN Ha
MIPOLIEAYPHI YIIPABICHUS MPUKIIATHBIM
POTPaMMHBIM 00ECTICUECHHEM.

B/07.5 Pa3paboTtka TpeboBaHUil K
amnmapaTHOMY 00€CIICUCHHIO U
MOIJIEP>KUBAIOIIEH HHPPACTPYKTYPE IS
3¢ pexTUBHOTO PYHKITMOHUPOBAHUS
MIPHUKJIATHOTO MPOTPAMMHOTO
o0ecrnedeHusl.

IInanupyeMblii pe3yabTaT 00y4eHHUs:

IHocsie okoHuanus 00yvenusi Caymaresb OyaeT 3HATH:

CpenctBa obecrieueHust 6€30MacHOCTH UHPPACTPYKTYPHI
CepBucsl HACHTHUPUKATUU

Buenpenue npotokona 802.1x u EAP

Hurerpamus Cisco ISE ¢ undpactpykTypoit myOaIu4HbIX KItoueh
Texnonoruu TustSec u MACsec

IHociie okonuanus o0y4enusi Caymaresb OyJaeT yMeThb:

» Tlonmmats apxutektypy Cisco Identity Service Engine (ISE) u Bo3amoxxHOCTH
KOHTPOJIMPOBAHMSI 1OCTyIIA K CETH

» [lonmmats apxutektypy 802.1X, npuHIHUIOB pabOTHI, U BHEIPCHUE

* [TloHumarb GOJBIIMHCTBA UCTIONB3YEMBIX TPOTOKOIOB EAP

*  Bueapsats nHdpacTpykTypy myOosMuHbIX Kiaroduei Ha ISE

» [loHumarh u BHEIPSITH ayTeHTU(DHUKAIINY Ha BHEITHUX 0a3aX JaHHBIX

* Bueapsate MAC Authentication Bypass

*  BHeIpsaTh MOMUTHKY aBTOPHU3AIMHM HA OCHOBE ayTeHTU(DUKAIINH

» [lonmmats ¢pyaknuu Cisco TrustSec

* Bueapats Web ayTentugukanum u rocTeBoro 10cTymna

» Baeapsarts cepBuc ISE Posture 1151 mpoBepKku KJIIMEHTOB

» Bueapsats ISE Profiling

» Jlomumats naeonoruro BYOD u ISE

» Haxoauts HeucnpaBHoCTH B pemieHus ISE

Y4eOHbIi N1aH:
Kareropus caymaresnei:

o KoHeuHble 3aKa34nKu

o Toprossle napTHEPHI U IPEACTABUTEIN

e Crnemmanucram, ceptudunupyronmmcs mo nporpammam CCNA u CCNP Wireless

o CrenumanucraMm U COTpyIHUKAM, 3aHUMAIOIIUMCS pa3BePThIBAHMEM OECIIPOBOIHBIX
CUCTEM

TpeOoBaHusl K NpeABAPUTEILHON MOATOTOBKE:

OnwiT KoHpurypupoBanus ycrpoict Cisco I0S u umers cepruduxar CCNA Security mmm
SKBHUBAJICHTHBINA OMBIT padOTHI, MO0 UMeTh t00oii ceprudukar CCIE.

Ycenemnoe oxkonuanue kypca «IINS 3.0: Bueapenue 6e3onmacuoctu B cetsix CISCO. Bepcus
3.0», unm SKBUBAJIEHTHAs MOATOTOBKA.



«AHrnuiickuil s3pik. YpoBeHb 2. Elementary, wacte 2», WM SKBHUBaJCHTHAs MOJATOTOBKA.
OnpenenuTh ypOBEeHb BIaIeHHS sS36IKOM Bam momoxeT TecT: http://www.specialist.ru/test/599.

Cpoxk o0yyenusi: 40 akazmeMrU4eckux 4acoB, B ToM uncie 40 ayauTopHbix, (0 camOCTOSITENBHO
(CPC).
®opma o0yueHHsi: OUHAsI, OYHO-3a049Has, 3a0uHas. 1o kemanuto ciaymarens ¢hopma 00ydeHUs
MO>KET OBITh U3MEHEHA W/WJIN JOTOJIHEHA.

Pexum 3aHATHH: THEBHOU, BEYEPHUH, IPYIIIBI BEIXOJHOTO JHS.

Ne O6ma | Becer | B tom uncne | CPC | @op
n/n i 0 Tlex | Tipaxt 9 Ma 1
N TpyAoO | aym. N ITA
HawnmenoBanue moysei [UH | 3aHAT
EMKOC | 1 .
0 TIpOrpamMme ui
Th
(axag.
4acoB)
Moayns 1. [IpenoTBparieHue yrpos 5 5 2 3 0 | Jlabo
1 MOCPEACTBOM CEPBHUCOB UACHTH(DUKAITUN parop
Hasda
pabor
a
Moaynb 2. OcHoBbl npoaykra Cisco ISE 5 5 2 3 0 | Jlabo
parop
2 Hast
pabor
a
Monynb 3. PacuupenHbie QyHKIAH 5 5 2 3 0 Jla6o
KOHTPOJISI TOCTYyTIa parop
3 Hast
pador
a
Monyis 4. B30 ayreHTHGUKAINS 1 5 5 2 3 0 | Jlabo
TOCTEBOM JIOCTYII parop
4 Hast
pabor
a
Mopnynsb 5. Pacuupenue At KOHTPOIsS 5 5 2 3 0 Jlabo
5 MOJIK/TFOYEHHUS KOHEYHBIX YCTPONCTB parop
Hasda
pador
a
Moayns 6. [Touck 1 ycTpaHeHue 5 5 2 3 0 | Jla6o
6 HEHCIIPABHOCTEH KOHTPOJIS TOCTYIa parop
Hast
pador
a
Moayns 7. JlabopatopHbie pabOThI 5 10 0 10 0 | Jla6o
parop
7 Hast
pabor
a
Hroro: 40 40 12 28 0
Hrorosas arrecTarus TECTHPOBAHUE

JIns Bcex BHUIOB AayIUTOPHBIX 3aHATAA AaKaJEMUYECKHMM 4Yac yCTaHABJIMBACTCS
MPOAOJIKUTEIIBHOCTBIO 45 MUHYT.

'TIA — IpOMEXyTOUHAS aTTECTAINS.




KonnuecTBO ayquTOpHBIX 3aHATHH NPH OYHO-3209HOM (popme oOydenus cocrapiser 20-
25% ot 00111ero KOJIMYECTBa YaCOB.
®opwma IIpomexxyTounoii arrectaiii — cM. B JIHA «IlonoxeHnue o MpoBeJEHUN TPOMEXYTOUHOMN
aTTECTAITMH CITyIIaTeliel M OCYIIECTBIICHUN TEKYIIIETO KOHTPOJISI X yCIIeBaeMOCTH» 11.3.3.

1. Kanennapublii yuyeOHblii rpadpuk

Kanennapusiii yueOHbIN rpaduk GopMupyercs npu OCyIIECTBICHUN 00Y4YEHUsSI B TCUCHHUE
BCEro KajeHgapHoro roxa. Ilo mepe HaGopa rpynm ciymiateneil Mo mporpaMme COCTaBIISETCS
KaJICHJapHBIN Tpa(uK, yYUTHIBAIOMINNA 00bEMBI JICKIIUH, TPAKTHKH, CAMOIIOJATOTOBKH, BBIE3/Ibl HA
OO0BEKTBHI.

Henens 1 ) 3 4 5 6 7 Hroro
oOy4eHus 4acoB
TH BT cp qT 0T co BC

1 Henens 4 4 4 4 4 - - 20
CPC 0 0 0 0 0 - - 0

2 Henensd 4 4 4 4 4 UA - - 20
CPC 0 0 0 0 0 - - 0
Hroro: 8 8 8 8 8 - - 40
ITpumeuanue: A — UtoroBas atrecranus (TECTHPOBAHHE)

2. PaGo4ue nporpaMmMbl y4eOHBIX NPEAMETOB

Mogayas 1. [IpenoTBpainienue yrpo3 nocpeacTBoM cepBUCOB MAeHTHPUKAHT

» Paccmotpenue cpeacTB obecrieueHust 0€30MacHOCTH HHPPACTPYKTYpPhI
» PaccMoTpeHue cepBUCOB UACHTU(DUKALUT

» Baeapenue npotokona 802.1x u EAP

= Bgenenue B Cisco ISE

Moayasb 2 . Ocnosbl npoaykra Cisco ISE

= 00630p Cisco ISE

»  Unrerpanus Cisco ISE ¢ uHGpacTpyKTypoii MyOJIMUHBIX KITFOYEH
» Ayrenrudukanus Ha Cisco ISE

» Buemmnss ayrentuduxarus Ha Cisco ISE

Mopnyas 3 . PaciunpenHble GQyHKIIMHM KOHTPOJISI 10CTyA

» AyreHtu(uKanus MOIb30BATENEH MOCPEACTBOM LU(POBBIX CEPTUPHUKATOB
*  ABTOpHU3anus
» Texnonoruu TustSec u MACsec

Monayasb 4 . B30 ayreHTH(UKANMSA M TOCTEBOM 10CTYII

* Bueapenue Br6 ayrentudukanun
- BHGI[peHI/Ie TOCTCBLIX CCPBUCOB
* Bueapenue cpencts odbecrnedeHus yaanéHHoro gocryna ¢ momoiisio Cisco Easy VPN

Monyas S . Paciuupenne Al KOHTPOJIA MOAK/JIIOYEHUS] KOHEYHBIX YCTPOCTB

* Baenpenue cepBUCOB aHaIM3a



* Bueapenue cepBUCOB MPOGUINPOBAHUS
» Bueapenune BYOD

Moayab 6 . [Iouck u ycTpaHeHHe HEMCIIPABHOCTEN KOHTPOJIA 10CTyIa

» [louck u ycTpaHeHre HEMCIPABHOCTEN KOHTPOJIS IOCTYIA K CETH

Mopnyas 7 . JJaGopaTopHble padoThl

» Labl: HavanbHas 3arpy3ka CUCTEMbI HICHTH(PUKAIITT

= Lab2: Buenpenue Cisco ISE B PKI

» Lab3: Peanuzanus BHyTpeHHen ayreHTudukaruun MAB
» Lab4: Peanuzanus BHemHEH ayTeHTU(DUKAIIMH

= Lab5: Peammzanus EAP-TLS

= Lab6: Peanuzanus aBropu3anuu

= Lab7: Peammzanus Cisco TrustSec and MACsec

= Lab8: Peanmuzamnus WebAuth s paboTHHUKOB

» Lab9: Peanu3zanusi roCTEBBIX CEPBHUCOB

= Labl0: Peanuzanus cepBrUCOB HOpMaIH3aIl[uU

= Labll: Peasm3anus npodaiinep cepBuca

= Labl2: [TogroroBka Kk MOUCKY HEMCIIPABHOCTEM

= Labl3: [Touck HEMCIIPaBHOCTEH B MOJKIIOYEHHUH K CETH

3. OpraHu3anuoOHHO-NeAATOTHYeCKUEe YCI0BUSA

CoOmoienne TpeOOBaHUK K KAAPOBBIM YCIOBHSAM pEATH3AINH  JOMOJHUTEIHHON
npodecCuoHaNbHOM MPOrPaMMBI:

a) TIPeroAaBaTeNbCKU COCTaB 00pa30BaTEIbHONW OpraHM3alMU, O0CCIICUYUBAIOIIUI
00pa3oBaTeNnbHBIA TpoIecC, 00JIalaeT BBICIIMM OOpa30BaHMEM M CTXKEM MPENOJaBaHUS I10
U3ydaeMoil TemaThke He MeHee | roga W (WiIM) mpakTUYecKod paboThl B 00JACTSX 3HAHWIA,
PelyCMOTPEHHBIX MOAYJISIMU NPOTPaMMBbl, HE MeHee 3 (Tpex) JIeT;

0) oOpa3oBaTenbHON OpraHu3alueil Hapsay ¢ TPAAUIIMOHHBIMU JIEKITHOHHO-CEMUHAPCKUMU
3aHATUAMU TPUMEHSIOTCS COBpeMeHHble dS((EeKTUBHbIE METOAMKH MPENoJaBaHUi C
MPUMEHEHHEM MHTEPAKTUBHBIX (OpM OOyUYEHUS, ayTHOBU3YAIBHBIX CPENICTB, HHPOPMAIIHOHHO-
TEJIEeKOMMYHUKALMOHHBIX PECYPCOB U HATJIAIHBIX YY4EOHBIX TOCOOUH.

Cobmronenne TpeOOBaHMM K MaTepHaIbHO-TEXHHMYECKOMY M Y4eOHO-METOIUYECKOMY
00€eCIIeueHUIO TOTTOTHUTEIbHON PO ECCHOHAIBHON TTPOTPaMMBI:

a) oOpa3oBaTellbHAs OpraHMU3allHsl pacrojaraeT HeoOXOAUMON MaTepHaTbHO-TEXHIHYECKON
0a30H, BKJIIOYasi COBPEMEHHbBIC ayIUTOPUH, OMOINOTEKY, Ay TMOBHU3YyaIbHbIE CPE/ICTBA 00yUCHUS,
MYyJITUMEANMHYIO anmnaparypy, OprTeXHHKY, KOMUPOBAIbHBIC ammapaTel. MarepuanbHas 0a3a
COOTBETCTBYET CAaHUTAPHBIM M TEXHUUYECKUM HOpPMaM U MpaBujaM U 0OecreunBaeT MpoBeIeHNE
BCEX BHUJOB MPAKTUYECKOW M JMCHUIIMHAPHOW MOIATOTOBKHU CIIyIIATeNeH, MPeayCMOTPEHHBIX
y4e€OHBIM TIJIAHOM peaTu3yeMOi TOMOHUTEIBHON PO ECCHOHAIBHON TTPOTPaAMMBI.

0) B ciay4yae NMPUMEHEHHUS AJIEKTPOHHOTO OOYUYCHHsI, TUCTAHIIMOHHBIX O0pa30BaTEIbHBIX
TEXHOJIOTHI KaXIbI OOydYaromIMiicss B TEUEHHWE BCEro Iepuoaa oOydeHuss oOecreuynBaeTCs
WHAVBUAYAIIbHBIM ~ HEOTPAaHUYEHHBIM  JOCTYMOM K  DJJEKTPOHHOW  HMH(OPMAIIMOHHO-
o0Opa3oBaTenbHOIl cpele, colepkalleil Bce JJIeKTPOHHBIE 00pa3oBaTelbHBIE PECYPCHI,
MIEPEYUCIICHHBIC B MOAYJISX OMOTHUTEIHHOM MPo(dhecCHOHATEHOM MPOTrpaMMBl.



4. @opMbl aTTECTAIUN U OI[EHOYHBbIE MAaTEePHUAJIbI

OO0pazoBarenbHast OpraHU3aIsa HECET OTBETCTBEHHOCTh 32 KA4€CTBO IMOATOTOBKH CIyIIaTeneit
U pealu3alyio JOMOJHUTENbHON NpodecCHOHAIbHOW NpOrpaMMbl B IOJHOM 00beMe B
COOTBETCTBUU C YUCOHBIM IIJIAHOM.

OrneHKa KauecTBa OCBOCHMSI JOTOJHUTEIIBHONW MPOPECCHOHAIBHOM MPOTPaMMBI CITyIIaTENeH
BKJIIOYAET TEKYIIUA KOHTPOJIb YCIIEBAEMOCTH U UTOTOBYIO aTTECTALIUIO.

[TpomexxyTouHasi arTecTalysi MO JaHHOMY Kypcy MpPOBOIUTCS B (opMe BBHIIOTHEHUS
MPAKTUYECKUX pabOT, K MTOTOBOHM aTTECTAllUU JOMYCKAIOTCS CIYIIATENH, BBIOJHUBIIUE BCE
MPaKTUYECKHUE pabOTHI.

PesynbraTsl utoroBoit arrecrauuu ciymareneit JAIII1 B coorBeTcTBHM ¢ (OPMOI UTOTOBOI
aTTecTallid, YCTAaHOBJICHHOW Y4YeOHBIM IIJJaHOM, BBICTABIISIIOTCS IO JBYX OajdbHOW IlKale
(«3a4TEHO\HE3aUTEHOY).

CrnymaTensM, YCHEIIHO OCBOMBIIMM JOIMOJIHUTENIBbHYIO MPOPECCHOHANBHYIO Mporpammy M
MPOMIESIIITNM HTOTOBYIO aTTECTAIMIO, BBIIACTCS YIOCTOBEPCHHE O MOBHIIICHUN KBATU()UKAIIUH.

CnymaTensM, He MPOLIEAINIMM HWTOTOBOM aTTeCTAllMU WM TOJYYUBIIMM Ha HWTOrOBOM
aTTeCTallMd HEYJIOBJIETBOPUTEIbHBIE pE3YyNbTaThl, a TaKXKe JIMIAaM, OCBOMBIIMM 4YacTh
JIOTIOJTHUTEILHON TTPo(ecCHOHaIBbHON TTpOorpaMMBbl M (MJIM) OTYHUCIICHHBIM U3 00pa3oBaTeIbHOM
OpraHu3alliy, BBIJACTCA CclpaBKka 00 oOyyeHHMM WM O mepuoie oOydeHus 1o oOpasiy,
CaMOCTOSITEJIbHO YCTaHaBIIMBAEMOMY OOpa30oBaTeIbHON OpraHu3aiueil. Pe3ymbraTbl UTOTOBOM
aTTECTAIlMU 3aHOCATCSI B COOTBETCTBYIOIINE JJOKYMEHTHI.

HtoroBast arrectanusi MNpoBOAUTCS MO ¢GopMe TNPEACTaBICHUS Y4EOHBIX TPOEKTOB U
MOJATOTOBKU JTMYHOTO MOPT(OIHO.

HTorosas arrecTanus no Kypcy (rectTupoBaHue):

Bonpocsl TecTa/oTBeT:
«ITomp3oBarenbCkuilt HHTEPdEHc MAPIIPyTH3ATOPA U PEIKUMBD)

111. Kakue nBa pexxuma J0cTyIa K KOMaHJaM MaplipyTu3aTopa CyLIECTBYIOT B MapIIpyTH3aTOpax
Cisco?
* [Tosib30BaTENbCKUN U MPUBUIIETUPOBAHHBIN

112. Kakoii 13 IpUBEACHHBIX HIKE CUMBOJIOB CBUJICTEIILCTBYET O TOM, UTO JIaHHAS KOMaHIHAs CTPOKa
SIBJISICTCSI CTPOKOM MPUBIJIETHPOBAHHOTO peKUMa HHTepdeiica moas3oBaress Mapmpyruzaropos Cisco?
o #

113. Kakoii 13 pexXHMOB IIPEOCTABIACT JOCTYII K CITUCKY OOIIEYITOTPEOUTETBHBIX KOMAH/I, €CITU TIPH
pabote ¢ nuaTEpdEiicoM MoTb30BaTENISI MAPIIPYTH3aTOPOB CisCO BBECTH C KIIaBHATYPHI CHMBOJI 3HAK
Bonpoca ("?")?

* [Tonp30BaTENbCKUM U MIPUBUICTUPOBAHHBIN

114. Kakoit pe>kxuM UCIOIb3YeTCs IPU BHECCHUH W3MEHEHHUH B KOH(DUTYPALIMIO MaPIIPYTH3aTOPOB
Cisco?
* [IpuBHUIIETHPOBAHHBIN

115. Haxxatue Kakux KJIaBUII IpH padoTe ¢ nHTepQercoM Monb30BaTess MapupyTuzaTopoB Cisco
MIPUBOAUT K aBTOMaTHYECKOMY TTOBTOPEHUIO BBOJIA IPEABIAYIIEH KOMaHbI?
» <Ctrl+P>

116. Yto o3HauaeT nojckaska — More — , HOSBIISIONIasics BHU3Y 9KpaHa HHTepQelica mojb30BaTes
MaprpyTu3aTopoB Cisco?

* BriBognmas nHbOpMaIys IMeeT HECKOIBKO SKPAHHBIX CTPAHUIT

117. Yto o3HauaeT, Korjaa B uHTepdeiice moap3oBaTesis Mapiipytuzaropa Cisco MOsABISETCS CUMBOI



"Gompre yem" (>)?
* [Tos1b30BaTENbCKUNA PEKUM

118. Yro mpousoiinet, ecau HaOpaTh KoMaHTy show ? B KOMaHHOU CTPOKe?
* Byzier nmokazaH nepevyeHs MoAKOMaH], KOTOPbIE MOTYT MPUMEHSATHCS COBMECTHO ¢ KOMaH10i show

119. Yto mpousoiinet, ecau rmpu paboTe ¢ uHTepdeiicoM nonp3oparens Mapupytuzatopos Cisco BBeCTH
CHMBOJI BOTIPOCHUTEIBHOTO 3HaKa?
* [Tosib30BaTENIb BOMAET B CUCTEMY TTOMOIIIN

120. Yrto npousoiiaet, ecinu npu pabote ¢ nHTEpQeiicoM Nonbp30BaTeNs MapipyTu3aTopoB Cisco HaxaTh
KJIABHIITY CO CTPEIIKOU BBEPX?
* Ha skpan Oyzer BrIBeZieHa MOCIeIHSS BBEICHHAs KOMaH/1a

«Br1Box nH(MOpMaIINK 0 KOHPUTYpAITIH MapIIPYTH3ATOPa»

121. lns yero ucnonb3yercs komanna show cdp neighbors?
o Jnst ostydeHust 0030pHO#I KapTHHBI MapIIPyTH3ATOPOB, HEMIOCPEICTBEHHO COSTUHEHHBIX C CEThIO

122. Kakast koMmaHga BBOAUTCA AJIsl TOTO, YTOOBI MPOCMOTPETH (haiil akTUBHON KOH(UTypaun
MapupyTusaTopa?
* show running-config

123. Kakue cTpoku HH(GOpPMAIIUK MOXKET BRIBOIUTH HA SKpaH koMaHaa show interfaces serial?
* Seriall is up, line protocol is up

124. Kakue 4eTpIpe BaXKHBIX dJIeMEHTa HH()OpMAIMK TOTy4YaloT [I0cye BbIIaud KOMaHbl ping?

* Pasmep u xonuuectBo ICMP-niakeToB, NpoAOIKUTENBHOCTD IEPHOIAa OKUAAHUSA OTBETA, TOKA3aTENb
YCIIEIIHOCTH IOCBUIKH 3X0-TIaKETOB U MMHUMAJIbHOE, CPEHEE U MAaKCUMaIbHOE BPEMs IIPOXOXKICHUS
MaKeTOB B 00a KOHLIA

125. Kakoe U3 NpUBEICHHBIX HIKE OINPEICICHUI OMMChIBaeT (QYHKIMIO KOMaH bl show startup-config?
* BeIBOIUT COOOITICHME, ITOKA3BIBAIOIICE 00HEM HCIIONH30BAHHON YHEPTOHE3aBUCUMOM ITaAMSITH

126. Kaxoit u3 clieyronux KOMIIOHEHTOB MapIIpyTH3aTOpa NUMEET TaKHE XapaKTePUCTUKH: TePKUT
OTICPAIIMOHHYIO CUCTEMY U MHKPOKOJI, COXPAHSIET CBOE COACPKUMOE TPU OTKIFOUCHHH ITUTAHUS WU
Tiepe3aIycKke U Mo3BoJIsieT OOHOBIISATH IIPOTPAMMHOE O0ecTIieUeHHEe 0€3 3aMEHBI MEKPOCXEM?

o OBII-TaMATh

127. Kakyro uapopmarnuio gaet npoBepka CeTH ¢ MOMoIIbI0 koMaHabl show interfaces serial?

* [TokaspIBaeT cTaTyc KaHajla CBSI3H U KaHAJIBHOTO MPOTOKOJIA

128. Kakyro uH(popMaIuio JaeT MPOBEpKa CETH C TIOMOIILI0 KOMaH kI trace?

* [Toka3pIBaeT KaKpIii MapIIPyTH3ATOP, KOTOPHINA MPOXOIUT ITAKET HA MYTH K IMyHKTY Ha3HAYCHUS
129. Yto 13 npuBeACHHOTO HIKE HEMPABHIILHO OMHUCHIBAET PYHKIMIO KOMaH/bI CTaTyca
MapupyTu3aTopa’?

* show buffers BeIBOANUT Ha SKpaH CTATUCTUYCCKUE JaHHBIC TyJI0B Oy(depoB MapLIpyTH3aTOpa

130. Yto 13 npuBEACHHOTO HUKE OMUCHIBAET MECTO, U3 KOTOPOTO KOHMUTYPUPYETCS MapIIPyTH3aTOp?
* Bynyun ycTaHOBJICHHBIM B CE€Th, MAPIIPYTHU3aTOP MOXKET KOH(OUTYPHPOBATHCA C TIOMOIIBIO
BHUPTYaQJIbHBIX TEPMUHAIOB

«3aryck MapupyTU3aTopa U ero HadalbHOE KOH(QUTYPUPOBAHLE)

131. 3auemM MOXKET TOHATIOOUTHCSI BBIIaua KoMmaH] show startup-config u show running-oonfig?



* MapuipyTu3aTop HEOXKHIaHHO Hadajl HETIPaBIIFHO paboTaTh, 1 HEOOXOJUMO CPaBHUTH HaYaIbHOE
COCTOSIHHIE€ C COCTOSTHHEM Ha JaHHBI MOMEHT BpEMEHH

132. KakoBa ¢yHKIHsI KOMaHBI erase startup-config?
* VY anser u3 SHEProHe3aBUCUMOM TaMsATH PE3EPBHBIA KOH(PUTYypallMOHHBINA (aitr

133. Kakosa ¢ynkmust komasas! reload?
* [lepesarpy»xaet MapIpyTu3aTop

134. Kakoti (kakue) daiin (paiinbr) MOKHO OOHAPYKUTH B JHEPrOHE3aBUCUMOM aMATH?
* Kondurypaunonnsie gaiiist

135. Korga BBITIOSHAETCS peKUM HadyalbHOM YCTaHOBKHM MaplipyTusaTopa?
* Korga mapmpyTuzaTop He MOKET HATH KOPPEKTHO 0(OPMIICHHBIH KOHPUTYpallMOHHBIH (aiin

«3arrycKk MapIIpyTH3aTopa U €ro HadaJlbHOE KOHPUTYPUPOBAHHE)

136. Yxaxxute NpaBUIbHYIO I10CIIEI0BATEIIEHOCTD 111ar0B BHINOJIHEHUS IIPOLIECCa 3aIlyCKa CUCTEMBbI
MaprpyTu3aTopoB Cisco:

1) TecTHpOBaHKE aNMapaTHOMN YacTH

2) 3arpy3Ka nporpamMMbl Ha4aJIbHOTO 3arpy3uKa

3) HaxOXI€HUE MECTOIIOIOKEHHUS ONIEPAIIIOHHOM CUCTEMBI U €€ 3arpy3Ka

4) HaxOXKAEHUE MECTOMOIOKEHHS KOHPHUTYpaLlMOHHOTO aiiia u ero 3arpyska

137. YTo 13 NpUBEIEHHOTO HIKE IIPABUJIBHO OIUCHIBAET IPOLEAYPY HaualbHOM yCTaHOBKU Ha
MapIIpyTH3aTOpe TI00aTBHBIX TapaMEeTPOB U MMapaMeTpoB HHTEpPercoB?
* JI07KHO OBITH YCTaHOBIICHO UMS MapIIpyTH3aTopa

138. Uto 13 npuBeACHHOTO HUXKE SIBJISIETCS] BAXXHOHN (DPyHKIMEH aBTONPOBEPKH MO BKIIOUEHHIO MTUTAHUS?
* BrinosHeHne NoANpoOrpaMM IUAarHOCTHKH, KOTOPBIE IPOBEPSIIOT NPUHIMITHATBHYIO
paboTOCTIOCOOHOCTD aIapaTHON YacTH MapIIpyTH3aTopa

139. UTo 13 NpUBEJCHHOTO HIKE SIBJISETCS BaXKHBIM pe3yJIbTaToM BBojia B Mapiipytu3atop OC 10S?
* OnpeneneHne cocTaBa anmapaTHIX | IMPOTPaMMHBIX KOMITOHEHTOB MapIIPyTH3aTOpa U BEIBOJ 3TOTO
TIePEYHs Ha TCPMUHAT KOHCOJH

140. Yto v3 pUBEACHHOTO HUXKE ABISICTCS BAXKHBIM PE3YJIBTATOM 3arpy3Kd B MapIIpyTH3aTOP
KOH(UTYpallMOHHOTO (aitia?

* 3amyck mporecca MapipyTU3aiiy, BBOJ aIpeCOB HHTEP(EHCOB U YCTAHOBKA XapaKTEPUCTHK CPE]T
nepeaayn JaHHbIX

«KoHdpuryprupoBanue MapipyTu3aTopar

141. Ecnu HeoOX0oAMMO BBEIUTH U3 PeKUMa KOH(PUTypHUPOBaHUS, TO KaKYyIO M3 CJICIYIONTIX KOMaHT
ciemyeT BBecTh?
o <Ctrl+Z>

142. Ecnu mnanupyercs KoHGUrypupoBanue uurepderica, To Kakoil BU]I J0JDKHA KIMETh KOMaHIHAs
CTpOKa MapuIpyTusaropa?
* Router(config-if)#

143. Kakas u3 cueayromux KOMaHI He SBIISICTCS KOMaH0W yIaICHUS N3MEHEHHUH B KOH(PUTYpaITiu
MapipyTuzaropa’?

* Router# copy running-config startup-config

144. KaxoBa QyHKIMsI KOMaHab! configure memory?



* BeimonHseT 3arpy3Ky KOHQHUTYpallmoHHON HHGOpMAIIUU U3 SHEPTOHE3aBHCUMOH MaMsITH

145. KaxoBa ¢yHKIMs KOMaHIsl copy running-config startup-config?
» CoxpaHsieT B SHEPTOHE3aBUCHMOM MaMTH TEKYIIYI0 KOHGUrypanunio, Haxoasuryocs B O3Y

146. Kaxyro u3 MpuBEJCHHBIX HIKE KOMaH]T MOJKHO HCIIOJIE30BATh ISl COXPAHCHUS H3MEHEHUH
KOH(UTYpalliy MapIIpyTU3aTOpa B Pe3epBHOM KOMTUN KOH(DUTYPAIIMOHHOTO (haiina?
* Router# copy running-config tftp

147. YkaxuTe NpaBUIbHBIA MOPSIOK MpoLecca KOHGUTYPUPOBAHUS MapIIpyTH3aTOpa:
(ITpenmonaraetcsi, 4TO U3MEHEHHS B MapIIPYTH3aTOPE C IOMOLIBIO PeKUMa KOH(PUTYPUPOBAHHS yXKe
OBLTH CIETIaHBI.)

1) IIpoBepka pe3ynbTaToB

2) IIpunsTHE pelIeHUs] OTHOCUTEIBLHOIO TOTO, SIBJISIOTCS JTU U3MEHEHHS KEJTAEMbIM pe3yJIbTaTOM

3) CoxpaHeHHEe H3MEHEHUH B pe3epBHON KOITUU

4) IlpoBepka pe3epBHOTO daitna

148. Yto n3 pUBEICHHOTO HU)KE HE ONMHUCHIBACT MPOIEYPY KOHOUTYPUPOBAHUS TAPOJISI B
MapIIpyTH3aTopax?
¢ [Taponu MOTYT yCTaHAaBIUBATHLCS MPHU pa0OTE B JIIOOOM peKUME KOH(DUTYPHUPOBAHUS

149. Uto n3 mpuBeACHHOT0 HIKE HE ABIIACTCS (QyHKIMEH KOMaHAbI IPUBHICTHPOBAHHOTO PEKIMA
EXEC configure?
* Kondurypuposanune TFTP-cepBepa ¢ BupTyaibHOro TepMHUHAIA

150. Yto n3 mpuBEAECHHOTO HIKE PABUIIBHO OIMCHIBACT KOHYUTYPHPOBAHUE B MApLIPYTH3aTOPE
naposiei?
* [Taposis MOXkeT OBITH YCTaHOBJICH Ha BCE BXOISIINE ceaHChl mpoTokoia Telnet

«Mcrounuku 3arpysku OC IOS»

151. JIns yero HeoOX0auMo onpeAesaTh pamep (paitaa oopaza OC I0OS na TFTP-cepBepe nepen
MEPECHUIKON ero B MapipyTu3arop?
* UTOOBI IPOBEPUTH IOCTATOYHOCTH MPOCTPAHCTBA BO (MISMI-MIAMSITH JIJISl €T0 COXPAHCHUS

152. 3adem cozmaetcs pe3epHas Konus oopaza OC 10S?
o Jlnst co3manus aBapuifHOM KOIIMU TEKYIIETo 00pa3a mepej Mepexo oM Ha HOBYIO BEPCHIO

153. Kaxoii crioco6 sBiisieTcst caMbIM OBICTPBIM TS TpoBepKH gocTmxkumoctu TFTP-cepBepa mepen
MIOIBITKOM Nepechutky (aitna odpaza OC I0S?
* [Iponuarosats TFTP-cepBep ¢ mOMOIIBI0 KOMaHABI ping

154. Kakyro koMaHy CIeAyeT BBIIATh, €CITH HeoOX0oauMo 00HOBUTE cTapyro Bepcuio OC 10S mytem
3arpy3ku HoBoro oopasza ¢ TFTP-cepsepa?
* copy tftp flash***

155. Ykaxurte nocieoBaTeIbHOCTh, UCIIOIb3YEMYIO MAPIIPYyTU3aTOPOM, ISl aBTOMATHUECKOTO
BO3BpaTa B UCXOJHOE COCTOSHUE M 0OHapyX)eHHs MecToHaxoxkIeHus ucrounuka OC I0S:

1) DuepronesaBrucumoe 3Y

2) Omdm-naMaTh

3) TFTP-cepsep

156. Uto 13 npuBeAGHHOTO HUKE BRIBOAUTCS Ha 3kpaH komanaoi OC 10S show version:
* Bepcus OC I0S

o Tun miathopMel, Ha KoTopoi ucnoaHsercs OC

* YcTaHOBKa perucTpa KOH(PUTYypUPOBaHHS



157. Yto 13 MpUBEACHHOTO HIKE HE OMMCHIBACT YCTAHOBKU PETUCTPA KOH(PHUTYPUPOBAHUS IS
HavanpHOH 3arpy3ku OC 10S?
* Jly1s1 IpOBEPKH YCTAHOBKHM TOJISI HAYAIBHOW 3aTpy3KH UCIIONIB3yeTcsl KoMaHaa show running-config

158. Uto n3 IpUBEACHHOTO HIDKE HE ABJISETCS YacThIO Mporiecca 3aaHus aBapUHHON
MOCJIE0BATEILHOCTH JUIs HadanbHOU 3arpy3ku OC 10S?

* Jluist 3a71aHUsI BCEN aBapUitHOM MOCIIEeI0BAaTeIbHOCTH UCTIONB3YETCS OJIHA KOMaH/1a HauyajlbHOM 3arpy3Ku
CHUCTEMBI

159. UTo 13 NpuBEICHHOTO HIKE MPaBUIIHLHO OMHUCHIBACT MOATOTOBKY K Mcnoiib3oBanuio TFTP-cepeepa
JUISL KOTUPOBAHUS ITPOTPAMMHOTO 00eCTICUeHHSI BO (DIIIII-TTAaMSATh?

* TFTP-cepBep nomkeH OBITH APYTUM MapIIPYTH3aTOPOM WIIM XOCT-CUCTEMOM, HarlpuMep paboueit
craniuet ¢ OC UNIX unu nopTaTUBHBIM KOMITBIOTEPOM

160. Yto, mo-Bamemy, coaepxuT orpannucHuyo Bepcuio OC 10S?
« [13Y

«Koupurypuposanue IP-anpecoB uatepheicoB MapuipyTiUaTopar

161. Ecin HEOOX0mMMO 0TOOpa3uTh UMs noMeHa Ha [P-aipec, To uTo Hazmo caenats cHavana?
* UnearudurmmpoBats MMEHA XOCT-MAIIIHH

162. KakoBa ¢yHKIHS KOMaHABI ping?
* Hcnonb3yet nporokos ICMP 11t mpoBepKy BO3MOYKHOCTH COSAMHEHUS Ha (DU3MUYSCKOM YPOBHE H
JIOTHYECKOTO aJIpeca CeTEBOr0 YPOBHS

163. KakoBa ¢yHKIHsI KOMaHAHI telnet?
* [IpoBepsieT paboTOCIIOCOOHOCTH MPOrPAMMHOTO 00ECTICUCHHSI YPOBHS TIPUIIOKEHHUN Ha y4ACTKE MEKIY
CTaHIMEH-OTIPABUTEIEM U CTAHIIUCH-TIOTydaTeIeM

164. KakoBa 11€71b UCIIOIB30BaHNT KOMaHIbI trace?
* OHa JIOKaJIM3yeT OTKAa3bl 110 IIYTH OT OTIPABUTES K IOTYYaTEII0

165. KaxoBo Ha3HaueHHE KOMaHIHI ip name-server?
* 3a/1aeT XOCT-MAaITMHBI, KOTOPhIE MOTYT MPEJOCTABUTEL CEPBHUC PA0OTHI C UMEHAMU

«Kondurypuposanue IP-anpecos unrepdelicoB mapmpyTusaropa»

166. KakoBo HazHaueHne koMaHabl no ip domain-lookup?
* OTKIIIOYAeT B MapuIpyTuzatope QyHKIHIo npeodpazoBanus "ums—anpec”

167. Kakyro koMaHIy CIeAyeT UCTIOIL30BaTh IS 3aHECECHUS CTATHICCKOU 3aIiCH OTOOpayKCHHS "UMI—
azapec" B KOHQUTYpauMOHHBIN (aii MapuipyTu3aTopa’?
* ip host

168. YUto 13 mpuBeIeHHOT0 HIXKE HAWTYYIITUM 00pa30M OMKCHIBACT (PYHKIIMIO ajpeca MUPOKOBEIIaHuUs?
* [Toceinaet cooOIeHNE BCEM y3IaM B CETH

169. Uto 13 npuBEACHHOTO HIKE HAMITYUIIUM 00pa3oM onuchiBaeT PyHKIHIO KoMaHasl show hosts?
* Mcnonb3yeTcs U1 BBIBOJIA Ha 9KpaH HaXOAIIErocs B KAIIe CIIMCKa UMEH U aJIpecoB

170. YTo u3 NpUBEACHHOIO HIKE HAMIYYIIMM 00pa30oM OMUCHIBACT (DYHKIHIO PACIIMPECHHON
KOMaH/bI ping?

° HCHOJ’IBSyeTCH IJI 3alaHuA IIOACPKMBACMBIX B CCTHU Internet-3aroaoBKoB

«Kondurypuposanue mapupyrtuzatopa, RIP u IGRP»



171. J1y1s1 9ero BEIBOAUTCS coAepKuMoe TabauIte! [P-mapmpytrzammm?
o Jlnst unenTudukanuy nap 3HaYCHUN aJiPECOB CETeH HA3HAYCHUN U KOJIMYECTBA IIEPEX00B

172. J151s1 9ero UCIOb3YIOTCS MPOTOKOJIBI BHEIITHSH MapIIpyTH3AITIHN ?
* Jlnist oomMeHa uHbopManueil Mex, Ty aBTOHOMHBIMH CHCTEMaMH

173. J1y1s1 9ero UCIOIb3YIOTCS TPOTOKOJIBEI BHYTPEHHEH MapIIpyTH3AIIIH?
* Mcronb3yroTcst BHYTPH OJTHOM aBTOHOMHOM CUCTEMBI

174. Ecnu HeoOX0AMMO Y3HATh, Ha padOTy ¢ KaKHM IPOTOKOJIOM MapIIpyTH3aIuu CKOHOUTYPUPOBaH
MapIIpyTH3aTOP, TO KAKYI0 KOMaHAy CICIyeT HCIOIb30BATh?
* Router> show ip protocol

175. EcTs mOIO3peHNE, 9TO OAUH M3 MapIIPYyTU3aTOPOB B CETH IMOCHUIAET TUIOXYIO MAPIIPYTHYIO
uHpopMaruio. Kakyro KoMaHIy MOXHO UCTIOIB30BATh JJIsI IPOBEPKU?
* Router> show ip protocol

176. K xakomy THITy 3aliuceid MapIIpyTH3aToOp oOpalaeTcs IepBOHAYAIBHO?
* K 3anmcsm o ceTsx U moJCeTsX, NOAKIIOUEHHBIX HETTOCPEACTBEHHO

177. Kakyro MeTpuKy Hcronb3yeT npotokos RIP nis onpenenenns HamiTydIiero myTu, KOTOPBIM JTOJIKHO
Cclle0BaTh co00IEeHue?
» KonmyecTBo nepexo/ioB

178. Yto 13 mMpuBEIEHHOTO HM)KE HAWIYYIITUM 00pa30M OMKCHIBAET MAPIIPYT MO YMOITYAHHIO?
* 3anuch B TAOJIUIE MAPIIPYTU3AIUH, KOTOPAsi UCIIOIB3YETCS JJIsl HAITPABIICHUS KaJAPOB, CICIYFOIIHN
TIEPEXO A7l KOTOPBIX HE UMEET SIBHOTO OTPAKEHUS B TAOJIHIIE MapIIPyTH3AAN

179. Yto 13 mMpUBEIEHHOTO HMKE HAWTYYITUM 00pa30M OMKCHIBAET CTATUICCKUN MapIIpyT?
* MapuipyT, KOTOpBIH B SBHOM BHJIe KOHPUTYPUPYETCS U BBOAUTCS B TAOIHILY MapIIPYTHU3AIUH U UMEET
MIPEUMYIIECTBO HaJ MapIIPyTaMH, BEIOPAaHHBIMHU MPOTOKOJIAMH THHAMHYECKOI MapIIpyTHU3aIllul

180. Yto u3 npuBEACHHOIO HIKE OTHOCHTCS K 3a7a4aM T7100aIbHOTO KOHMUTYpUpPOBaHHS?
* Beibop mpotokona mapmipyrusanun; RIP win IGRP

«praBHeHI/IC CCTBIO»

181. Kakwue 1iaru ciiefiyeT npeAnpHHATE IS aHAJTU3a U PEIICHUs MPOOJIEMbI B CETH TIOC)Ie cOopa TaHHBIX
o pabote?

* COCTaBUTh CITUCOK BO3MOKHBIX IIPHYNH; PACCTABUTH IPHOPUTETHI IPUYMH; UCITOIB3YS CPEACTBA
VIIPaBIIEHMs CETHIO UIIM METO]T 3aMEHBI, HACHTU()UIIMPOBATE TPHUHHEI

182. KaknM 00pa3oM KapTa CeTH IOMOTAaeT JIOKAIM30BaTh MECTO BOZHUKHOBECHIS IMPOOIJIEMBI C
(bU3NYECKNM 3JIEMEHTOM CeTH?
* [Ipenocrasnser uHpopmanuto 00 aapecax mpoOIESMHOTO YCTPOHCTBA

183. Kakona 11e)1h H”HBEHTapHU3AIHMOHHOMN pEeBU3UHN?
» CocraBjcHHE WHBESHTAPU3AIMOHHOM OTIMCH BCETO TPOTPAMMHOTO | allliapaTHOro 00ecredeHus,
UCTIOIB3yEeMOTO B CETH

184. Kakosa 11e)1b pEBU3UH CPEICTB 3aITUTHI CETH?
* OmnpeienicHre COCTaBa almapaTHO-MPOTrPAMMHOTO KOMIUIEKCa, TPEOYIOIIErocs s 00eCIIeUeHHS

3allUThI CCTHU

185. KakoBa 1eib peBU3UN YCTaHOBICHHOTO 000pyJOBaHUs?



* Unentudukaiiys MeCTOHAX 0K ICHHUS KaKIOTO DIIEMEHTa CETH

186. Kaxosa nens pesuzuu 3¢ppekTuBHOCTH?
* OnpeienieHne Toro, padoTaeT JIM CeTh B COOTBETCTBHU CO CBOMM MOTECHIHATIOM

187. YTo MODKHO BXOIUTH B MUCbMEHHYIO (hopMy mokyMeHTa "TexHudyeckue TpeOOBaHMS Ha
WU3MEHEHUS'", KOTOPBIN TOTOBUTCS IS TOCTMYKCHUS 00JI€€ BEICOKOH MPOU3BOIUTEILHOCTH U YPOBHS
3aIHTHI CETH?

* O60CHOBAHUS KAXKIOTO 3aIIPAIInBAEMOT0 H3MEHEHUS

188. UT0 13 NPUBEICHHOTO HIDKE JOKHO OBITh BKIIOYECHO B OTUET O MPOBEACHUM OILCHKH?
* JKypHasibl, MOKa3bIBAIOIINE TEHACHIIMIO K YMEHBIICHHIO CKOPOCTH TpaduKa B OIPEICICHHBIX
CerMeHTaxX CEeTU

189. Yto n3 IpUBEACHHOTO HIKE TIPABMIIBHO OMMHMCHIBAET MIPOTOKOI SNMP?
* Mcnionb3yeT KOHIIENIMIO, U3BECTHYIO 1o/ Ha3BaHueM MIB

190. Yto n3 IpuBEACHHOTO HIKE TIPABIIIBHO OMHCHIBAaeT padboTy mportokoiaa CMIP?
* [IpenycmarprBaeT HajMuKe NEHTPATBHOM paboyei CTaHI[H MOHUTOPUHTA, KOTOPAst OKUJIAET OT
YCTPOMCTB COOOIIEHUH 00 UX TEKYIIEM COCTOSHHH

«OTtanoHHas Mojenb OS] u MapmpyTHU3anus»

191. B cityuae, Korjia Bce MapIipyTH3aTOPhl B CETH pabOTAIOT ¢ OJHOM U TOM ke HH(pOpMaIHe 0
TOIIOJIOTHH CETH, TO O CETH TOBOPST KaK O...
* KOHBEPTUPOBAHHOM

192. Kakas u3 cienyonmx (yHKIHNA UCTIONB3yeTCsl MapIIPyTU3aTOPOM JUIS IEPECHUTKH TAKETOB TAHHBIX
MEXy CeTsIMuU?
* OnpeeneHye myTH 1 KOMMYyTauus

193. Kakue n3 IepevnciIeHHbIX HIDKE SBISIOTCS OCHOBHBIMY TUIIAMH TUHAMHYECKOW MapIIpyTH3AIUH?
¢ JInCcTaHIIMOHHO-BEKTOPHBIN 1 KaHATBHBIN

194. Kakoe 13 npuBeICHHBIX HIDKE YTBEPXKICHUN HAWTYyUYIINM 00pa30oM OIUCHIBACT (PYHKITUH
TPAHCIIOPTHOTO YpOBHS 3TanoHHoN Moaenu OSI?
* OH noChUTaET NaHHBIE, UCTIONIB3Ys YIIPaBICHNE TOTOKOM

195. Kakoii yposeHb 3tanonnoi mogenu OSI Hanmmyqimmm obpa3om onuceiBaeT cranaaptel 10BaseT?
» Ouznueckuit

«KOMMYTaHI/ISI B JIOKQJIBHBIX CETAX»

196. J1ns1 uero onTUMHU3UPYETCsl aACUMMETPUIHAS KOMMYTAIHs?
* ]Iy TOTOKA TaHHBIX CETH B Ccy4ae, Koraa "ObICTpBIi" MOpT KOMMYTaTopa MOACOSTUHEH K CEPBEPY

197. KakoBo MUHUMAIIEHOE BpeMsi, TpeOyemoe /s mepenadn ogHoro Oaiita naHHBIX B ceTH Ethernet?
*» 800 HaHOCEKYH

198. Kakoil U3 npUBEeIECHHBIX HUKE METOJIOB IIMPOKOBEIIAHUS UCIOIB3YETCS EpeIarolel cpe1oit
Ethernet qyis nepenaun v Moy4eHus TaHHBIX OT BCEX y3JIOB CETH?
* OpeliMbl TaHHBIX

199. Kommytaropamu Ethernet sBistroTcs...
* MocTBI C HECKOTIBKUMH IOPTaMH Ha 2 YpOBHE



200. ITpn KOMMYTAITHH KOMMYTATOP IMPOBEPSIET aIpec MOIyUIaTeNs U Cpasy
HAa4YMHAET OTHPABKY MaKeTa, a Mpu KOMMYTAIIUF KOMMYTATOop moiry4daet ppeim
MOJIHOCTBIO MEPEJ MOCIEYIONIEH ero OTIPaBKOH.

* CKBO3HO; ¢ TPOMEXKYTOYHBIM XpaHCHUEM

201. ITpoToKkoJI pacupeneIeHHOTO CBA3YIOMIETO AepeBa IMO3BOJISET. ..
* HCITIOJIE30BaTh JIONOJHHUTEIBHBIE MTYTH, 0€3 OTPHUIIATENBHBIX A3PPEKTOB OT 00pa30BaHMUS IIETENb

202. Yto u3 IEpEeUUCICHHOTO HIKE XapaKTePU3yET MUKPOCETMEHTAITUIO CETH?
* BriiesieHHbIE yTH MEXy XOCTaMH OTIIPABUTENS U MOITydaTels
* Heckonbko myTelt nepesauu JaHHbIX BHYTPU KOMMYTaTOpa

«BupryansHbIe TOKaIbHBIE CETH
203. Kaxaplid cerMeHT , TIOZICOCTMHEHHBIN K TIOPTY

MOYET OBITh HA3HAUCH TOJBKO OJTHON BUPTYaTLHOMN CETH.
* Konmentpartopa; komMyTaTopa

204. KoMMyTaTopsbl, KOTOPBIE SBISIFOTCS KIIFOUEBBIM 2JIEMEHTOM BUPTYaJIbHBIX CETEH, 1al0T BO3MOKHOCTh
BBITIOJTHHUTE CJIEAYIONIEE:

* BeimonHsATh 00MeH HHpOpMAIIUEeH MEXy KOMMYTAaTOPaMU H MapUIPyTH3ATOPaMH

* [IpunsaTs pemwienns o GUIBTpALMK U OTIIPaBKe QpeiiMoB

» CrpynmnupoBaTh MOJIb30BATENEH, MOPTHI WIN JIOTHYECKUE aJIpeca B BUPTYAJIbHON CETH

205. TepMuH pacuiupseMasi MUKpOCETMEHTAIUS 03HAYaEeT CIIeAyIoIIee:
* Bo3MOXHOCTB paciMpenusi ceTd 6e3 co3aaHusl KOITM3HOHHbBIX TOMEHOB

206. Yto U3 IepeurcIeHHOr0 HUXKe He SBJIsIeTCS JOCTOMHCTBOM CTaTHYECKOM BUPTyalbHOM ceTn?
* ABTOMaTH4YeCcKOe OOHOBIICHHE KOH(OUTYPALIH IOPTOB IIPH AOOABICHUN HOBBIX CTAHIUH

207. Yto U3 NepeurciIeHHOr0 HIXKe He ABJSIETCA XapaKTEPHBIM MPU3HAKOM BUPTYaIbHOM ceTn?
* Bce nepeuncieHHbIe MOHATUS SBISIIOTCS XapaKTEPHbIMU IPU3HAKAMH BUPTYAJILHOM CETH

208. YTto 13 MepeyrcICHHOTO HIXKE SIBIISIETCS TIOJIOKUTEIBHBIM PE3YJIbTATOM HUCTIONB30BaHHS
BUPTYaJIbHOM ceTu?
* OTCyTCTBYET HEOOXOAMMOCTh KOHQUTYPUPOBAHUS KOMMYTaTOPOB

«ITpoexTHpoBaHUE JIOKATBHBIX CETEI»

209. Kaxkas u3 cieayronmx XxapakTepucTik He BepHa 11t 10BaseT?
* MakcumanbHas amaa — 400 MeTpoB

210. OcHOBHaA 1eNb MPOSKTUPOBAHUS KAHATBHOTO YPOBHS — 3TO BBIOOP YCTPOWCTB

, TAKUX KaK MOCTBI MJIM KOMMYTATOPBI JIOKAJIbHBIX CETEH, UCTIONb3YEMbIX AJIS
COEIMHEHMsI HOCUTeNeH C LIeTTbI0 00Pa30BaHMs CETMEHTOB JIOKAIBHBIX CeTe?
* 2-r0 ypoBHS; 1-r0 ypoBHA

«IIpoexTrpoBaHue JOKAIBHBIX CETEI

211. YTo U3 NepeynciIeHHOr0 HUXE BEPOATHEE BCETO BBI3OBET MEPETPY3KY B CETU?
 loctyn B Internet

* JlocTym K riaaBHOM 0a3e TaHHBIX

* [Iepenaua rpaduxu u Buaeo

212. Yto U3 IepeUnCICHHOTO HIKE HE BRI3BIBACT YPE3MEPHOTO MTUPOKOBEIIIAHUS?
* CIMILKOM MHOT'O CETEBBIX CETMEHTOB



213. Yrto sSBISETCS MPEUMYIIECTBOM HUCIIONB30BAHUSA YCTPOUCTB 3-TO YPOBHS B JIOKATHHOU CETH?

* OHO 00€eCTIeUnBACT JOTHIECKOE CTPYKTYPHUPOBAHUE CETH

* OHO MO3BOJISIET PA3/ICIATh JIOKAIBHYIO CETh HA YHUKAIBHBIC (PH3NUECKUE U IOTHICCKHUE CETH

* OHO QWIBTPYET IUPOKOBEIIAHUE U MHOTOAJIPECHBIE PACCHIIKH KAHAITLHOTO YPOBHS U TIO3BOJISIOT
TOJIKJTIOYAThCS K PACTIPEICIICHHBIM CETSIM

«IIporoxonsr mapmpytuzaun IGRP»

214. MIPOTOKOJIBI MapLIPYTH3ALMH ONPEAEIAIOT HAPaBIEHNUE U PACCTOSHUE J10
1r000T0 KaHajla CeTH COBMECTHOT'O HCIIOJIb30BAHMUS; MIPOTOKOJIBI
MapLIPYTU3aMU TAKKE HA3bIBAIOTCS MPOTOKOIAMH BBIOOpA MEPBOTO KpaTyaIlero myTH.

* J[ucTaHIIMOHHO-BEKTOPHBIE; KAHAIBHOTO YPOBHS

215. Kakyro U3 NpUBEACHHBIX HIDKE KOMaH/ CJIEAyeT HCII0JIb30BaTh 11 BeiOopa IGRP B xauecTBe
MPOTOKOJIA MAPIIPYTU3AIUH?
* router igrp

216. OT Kakoro U3 NPUBEIEHHBIX HIKE JEMCTBUI 3aBUCUT YCIIEX JMHAMUYECKON MapIIpyTH3ALNAN?
* [lepronuueckoe BHECEHHE U3MEHEHUH B TaOIMIly MapIIpyTH3aLUU
* [lonaeprxanue TaOIHIBI MAPIIPYTH3ALUT

217. llocne onpeneneHus MyTH, 10 KOTOPOMY CIEAyeT HAllpaBUTh NAKET, KaKoe CeAyIollee AeicTBIE
MOJKET BBINOJIHUTH MapIIpyTU3aTOp?
» Kommyranus nakera

218. Uto u3 nepednciIeHHOro HXe He ABISETCS IEPEMEHHOMN, UcTionb3yeMoil nporokonoM IGRP mns
ompeecHIS 3HaUCHNS KOMOMHUPOBAHHON METPUKH?
* [Iporokon IGRP ucrone3yet Bce 3TH BETUUNHEI

«Crmacku ympasierws goctymnom (ACL)»

219. Kax Ha3bIBalOTCA JOMOTHUTENBHBIC 32 OUTa B TUpEKTHBE access-list?
* bute! mabnona

22(. Kakum 006pa3oM MapIIpyTH3aTOp pa3invaeT CTaHIapTHBIE CIIMCKU YIPaBJICHHUS JOCTYIIOM H
pacmmpeHHbIe?

» CTangapTHBIE CIMICKU YIIPABICHUS JOCTYTIOM UMEIOT HoMepa oT 1 1o 99. Pacmmpennsie criucku
YIpaBIEHHS JOCTYNOM UMeroT Homepa oT 100 no 199

22]. KakoMy M3 NMPUBEACHHBIX HU)KE BHICKA3bIBAHWIT SKBUBAJIICHTHO BBITIOTHEHHE
koman bl Router(config)# access-list 1 156.1.0.0 0.0.255.255?
* "Pa3pemunTs 0CTyN TOJIBKO K MOoeH ceTh."

222. Kakyro U3 NPUBEACHHBIX HIDKE KOMaH/| CJICAYET UCIIOJIb30BaTh JIJISl TOTO, YTOOBI BBISICHUTD,
YCTaHOBJICHHI JIU Ha JAHHOM HHTepdeiice CIIUCKN YIPaBISHUs JOCTYIIOM?
* show ip interface

223. Komanpga show access-list ncrions3yercs Ui TOro, 9To0bI:
* IPOCMOTPETh JUPEKTHUBBI CITUCKA YIIPABICHUS JOCTYIIOM

224. Yreepxaenue: "[Ipu 3agannuu pa3perieHrs Ha JOCTYII B CITUCKE YIIPaBIIEHUS, COIIPOBOKIAEMOM
HESIBHBIM "OTKa3aTh BceM'', BCEM ITOTOKaM JTaHHbIX, KPOME YKa3aHHOTO B TUPEKTHBE permit, Oynet
OTKa3aHo B Joctyne'.

* UctunHO
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