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JonmojHuTe IbHAA NPo(eccCHOHATBHAS IPOorpaMmmMa

INOBBININICHU A KBaﬂH(I)I/IKﬂHHH

«CCNP TSHOOT 7.1: Pazpeuienue nmpod.jieM H mojaaepkKa
IP ceTeii, mocTpoeHHBIX HA 0cHOBe oOopynosanus Cisco»

ropox Mockga



[Iporpamma pa3paboTaHa B COOTBETCTBHHM C IMpHKa3oM MuHHCTepcTBa 00pa3oBaHUs U
Hayku Poccuiickoit @eneparun ot 1 wmrons 2013 r. N 499 "OO6 yrBepxaenun Ilopsinka
OpraHM3alMl ¥ OCYILIECTBICHHUS] O00pa30BaTEIbHOW JEATENLHOCTH MO JOMOJHUTEIbHBIM
npodeccuOHaIbHBIM MporpaMmmam’.

[ToBbimenne KBanuUKALWK Clymiatenaed, OCYyIIEeCTBISIEMOE B COOTBETCTBHH C
MPOrPaMMOii, TIPOBOJUTCS C HCIIOJIB30BAHHEM MOJYJIHHOTO TPHHIIUAIA MOCTPOCHHS y4eOHOTO
IIaHa C MPUMEHEHHEM Pa3IMYHbIX 00pPa30BaTEIbHBIX TEXHOJIOTUH, B TOM YHCIIE TUCTAaHI[MOHHBIX
00pa30BaTeNbHBIX TEXHOJIOTUN U AJIEKTPOHHOTO O0yUYEHUS B COOTBETCTBUU C 3aKOHOIaTEIIHCTBOM
00 00pa3oBaHUM.

JomnonaurenpHas  mpoecCHOHANbHAsT ~ MPOTrpaMMa  MMOBBIMICHUS — KBaNU(UKAIINH,
pazpaboraHa oOpa3oBaTeNbHON oOpraHu3alueil B COOTBETCTBHM C 3aKOHOJATELCTBOM
Poccuiickoit @enepannu, BKIIOYAET BCE MOAYINH, YKa3aHHbIE B y4eOHOM IUIaHE.

CogepxaHue OLICHOYHBIX U METOJWYECKUX MaTepuajoB OINpeAensieTcss oOpa3oBaTelbHON
OpraHM3aIel CaMOCTOATEIBHO C YYETOM IOJOXKEHH 3aKOHOJATEeNIbcTBa 00 00pa3oBaHUU
Poccuiickoit deneparumu.

CtpykTypa  JOMONHHUTEIBHOW  MPO(ECCHOHATBLHOW  MPOTPaMMBI  COOTBETCTBYET
TpeOoBanusM [lopsiaka opraHu3anuu M OCYIIECTBJICHHS 0Opa3oBaTENbHON NEATEIHLHOCTU IO
JOTIOTHUTEIBHBIM MPO(EeCCHOHAIBHBIM ITPOrpaMMaM, YTBEPKICHHOTO MprKa3oM MUHOOpHAayKH
Poccun ot 1 mrona 2013 r. N 499.

OO0beM JTOMONHUTENBHON TMpodecCHOHANBHON TpOrpaMMbl  BHE 3aBUCUMOCTH  OT
MPUMEHSIEMBbIX 00pa30BaTeIbHBIX TEXHOJIOTHI, JOKEH ObITh HE MeHee 16 akaeMUYeCKUX YacoB.
Cpoku ee OCBOCHHSI OIIPEISISIFOTCS 00pa30BaTeIbHONM OpraHU3aIeil cCaMOCTOSATEIBHO.

®opMbl  00yueHHUs ciymartelned (o4yHas, OYHO-3a04YHas, 3a04YHAasl) OIMPEICISIOTCS
00pa30BaTeNbHON OpraHu3aIllue CaMOCTOATENIBHO.

K ocBoeHHIO TOMOIHUTETBHBIX MPOGECCHOHATBHBIX MPOTPAMM JOITYCKAIOTCS:

- U1, UMEIoIue cpeanee nmpodeccnoHalbHOE U (WIH) BhICIIEE 00pa30BaHME,

- TU11a, TIOJTyYaroIIie cpeiHee mpodecCuoHaIbHOE U (M) BBICIIee 0Opa30BaHUE.

Jns  ompeneneHust CTPYKTYPbl JOMOJHUTEIBHONH MNpOo(ecCHOHANIBHOW MpPOrpaMMbl U
TPYIOEMKOCTH €€ OCBOEHHUS MOYKET INPHUMEHSITBHCS CHCTEMA 3a4eTHbIX eauHul. KomaumdecTtBo
3QUETHBIX EJWHUIl TO JOMOJIHHUTEIhHOW Mpo(ecCHOHANBLHON MporpaMMe YCTaHABIMBACTCS
OpraHu3aIuen.

OOpasoBarenbHast JEATEIBHOCTh CIyIIaTeNeld TPeIyCMaTPUBACT CIEAYIOUIUE BHJIBI
yu4eOHBIX 3aHATUA U Y4eOHBIX palOOT: JEKIHH, MPAKTUYECKHE U CEMHHApCKHUE 3aHATHS,
nabopaTropHbie PabOTHI, KPYTIIbIe CTOJBI, MACTEP-KIACChl, MACTEPCKHE, ICTOBBIC UTPHI, POJICBBIC
UTpbl, TPEHUHTH, CEMHUHAphl MO OOMEHY ONBITOM, BBIC3JAHBIE 3aHITHS, KOHCYJIbTALIUHU,
BBITIOJTHEHUE AaTTECTAIIMOHHOW, IUIUIOMHOW, MPOEKTHON paboThl W Jpyrue BHUIBI YYEOHBIX
3aHATUN U y4EOHBIX pabOT, ONpECIICHHBIC YUeOHBIM TUIAHOM.

Annotamnusg.  «Cisco Networking Academy — CCNP TSHOOT 7.1: Troubleshooting and
Maintaining Cisco IP Networks» - kypc ot «Crenuanucra» s yriyOIIEHHOTO M3yUeHHs KOMMYTAI|H,
MapuIpyTH3aluK, TOUCKAa W HCIPABICHUN HEMONAJ0K B CETAX MPEANpUSATHH, IMOCTPOCHHBIX Ha
O60py,Z[OBaHI/II/I koMmmanuu Cisco Systems, a TaKXXC aHaju3a W ONTHMHU3AlWUU YIKC HMCIOmeﬁCH
uHppacTpykTypbl. Kypc paccunTaH Ha CETEBBIX HH)XCHEPOB M CHCTEMHBIX aJIMHHHCTPATOPOB,
pabotaromux ¢ obopymoBanueM Cisco Systems. Bac OymeT o0yd4aTh OIBITHBIM W MPaKTUKYHOIIMH
npernogaBarciib, a TaKXKC Brr 6y;[eTe CaMOCTOATCIABHO 3aHUMATBCA 110 0(1)I/I]_[I/Ia.]'IBHOMy y‘-Ie6HOMy
Troubleshooting and Maintaining Cisco IP Networks (TSHOOT) Foundation Learning Guide Ha
AHTIIMHCKOM SI3BIKE. HpeI/IMyHIeCTBO OJaHHOr'o Kypca B TOM, YTO Ha HEM Br1 o3Hakomutecs ¢ pc€ajibHO
IIPUMCHUMBIMHU 3aJladaMi, a IIPAKTUYICCKAA 4aCTh KypCa MOKET UCII0JIb30BATHCA KaK pCaJILHBIfI cueHapHﬁ!
Taioke Mbl moarotoBuM Bac k cmaue sx3amena: 300-135 Troubleshooting and Maintaining Cisco IP
Network (TSHOOT).

Leas» mporpamMMmspl: TporpaMma TOBBILICHHS KBaIM(UKALMU  HampaBieHa Ha
COBEPINCHCTBOBaHUE U (WIHM) TMOJy4YeHUE HOBOM KOMITETCHIINHM, HEOOXOIUMON  Jis
npodeCCHOHATLHON JEeSITEIbHOCTH, U (WJIH) MOBBIIIEHNE MPO(ECCHOHATFHOTO YPOBHS B paMKax



umeronieiics kpanudukauuu. Lenbp Kypca - yriay6ieHHOe u3ydeHne KOMMYTALMH, MapIIPyTH3ALHH,
MIOWCKA ¥ MCIIPABIICHUN HEMONAJ0K B CETAX NPEANPHATHHA, MOCTPOCHHBIX Ha 00OPYIOBAaHHMHM KOMIAHUU
Cisco Systems, a TaKke aHaJIH3a U ONTHMU3ALNH yKE UMEIOIIEHCS] HHPPACTPYKTYPHI.

CoBeplIeHCTBYeMble KOMIIETEHIMHU
Ne Komnerenius Hanpasnenne noarotoBku

SEOEPANBHOIO
FOCYOAPCTBEHHOIO
OBPABOBATEJIBHOIO
CTAHOAPTA
BbICLWEIO
OBPA30OBAHWA NO
HATMPABJTIEHNIO
rnoaroToBKKM 09.03.02
NHO®OPMALIMOHHbIE
CUCTEMbI 1
TEXHONOInn (YPOBEHb
BAKAJTABPUATA)

Kong xommerenmnun
1 CIIOCOOHOCTBIO TPOBOJIUTH BHIOOP MCXOJHBIX JMaHHBIX juist | [IK-4

NPOEKTUPOBAHUS

2 CIIOCOOHOCTBIO  HMCIONIB30BaTh  Maremarndeckue  Mertoxasl | ITK-25
00paboTKH, aHAJIM3a U CUHTE3a PE3yJIbTaTOB PO ECCHOHAITBHBIX
HUCCIETOBaHUN

CoBepluieHCTBYeMble KOMIIETEHIIMM B COOTBETCTBHM € TPYAOBBIMH (PMKIUAMH
npogecCHOHATBHOI0 CTaHaapTa «CucTeMHbIH aJIMUHHCTPATOP MH()OPMAITIOHHO-
KOMMYHHKaIMOHHBIX cucteM" (I[Ipuka3z MuHucTepcTBa Tpyna U couuanbHON 3amuThl PO oT 5 okTs0ps
2015r. N 684 "OO ytBepkaeHuu mnpodeccHOHaIbHOro cTanAapTa "CHCTEMHBIH aJIMUHHCTPATOP
HH(POPMAITHOHHO-KOMMYHHKAIIMOHHBIX cHCTEM").

Ne KoMmnereniusa Hanpasnenne noarotoBku

OTD ITPO®ECCUOHAJILHBIN CTAHJIAPT

«CHCTeMHBIN aAMUHUCTPATOP
WH(GOPMAITUOHHO-KOMMYHHUKAIIMOHHBIX

CHUCTEM»
TpynoBsie GyHKIIH (KON)

1 B5 B/01.5 Ycra"noBka MIPUKJIATHOTO
AJIMUHUCTPUPOBAHHUE NPUKIJIATHOTO | IIPOTPAMMHOTO 00eCTICUCHHUST
MPOTPaMMHOT0 B/02.5 OnieHKa KpUTUYHOCTH
Obecrnieuenns MHYOKOMMYHHUKALMOHHON | posHyuKHOBEHMS HHLIUICHTOB Tpu paboTe
CHUCTCMbI OpraHn3allinn MPUKJIaJHOTO IPOTPAMMHOIO

obecrnieucHUs.

B/03.5 OnTuMusanus

(O YHKIIMOHMPOBAHHUS ITPUKIIATHOTO
MIPOrpaMMHOTO 00eCTIeueHUs

B/04.5 NaTerpanust NpukiaaJgHoro
MIPOTPaMMHOTO 00ECTICUCHHSI B €TMHYIO
CTPYKTYpY UH(POKOMMYHHUKAITMOHHON
CHCTEMBEL.

B/05.5 Peanu3anus periaMeHTOB




obecniedeHus HHHOPMALTMOHHON
0€301acCHOCTH MPUKIIATHOTO
MIPOrpaMMHOT0 00€CIICUCHHUS.

B/06.5 Pa3paboTka HOpMAaTHBHO-
TEXHUYECCKOHN JIOKyMEHTAIIMU Ha
MIPOIIETYPHI YIIPABICHUS PUKIIATHBIM
IPOrPaMMHBIM 00ECIICUCHUCM.

B/07.5 PazpaboTka TpeOoBaHuU K
anmapaTHOMY OOECTICUCHUIO U

MOJIICP KUBAIOIIEH HHPPACTPYKTYPE IS
3¢ hekTHBHOTO (QYHKITMOHUPOBAHUS
MPUKIIATHOTO MTPOTPAMMHOTO
o0ecrnedeHusl.

IlnanupyemMblid pe3yabTaT 00y4eHHs :

ITocae okonuanus odyuenusi Ciaymaresb OyaeT 3HATh!

L] KaK HHaHI/IpOBaTB n ,Z[OKyMeHTI/IpOBaTB HaI/I6OJIee 4acTo OCYU.[GCTBJIHGMBIG OHepaL[I/II/I 110
MOJIEPIKKE KOPITOPATHBHBIX CETEi

o Kak pa3pabarbIBaTh mpoIiece pa3peiieHus mpooiieM ¢ HENbI0 ONPEACICHHS U PEIICHUS
HpO6HeM B CJIOKHBIX KOpHOpaTI/IBHBIX CCTAX

e Kak BbIOMpaTh onTUMaIbHBIE HHCTPYMEHTBI M TEXHOJOTHH IS Pa3peIIeHus MPoOIeM
MIOJICPKKHU CIIOKHBIX KOPIIOPATUBHBIX CETEU

e Kak ocyIecTBiIaTh OJIEPKKY M pa3pelieHne mpooieM i KOMMYTaTOPOB

o Kak ocymecTBiaTh NOJAEPKKY U pa3pelIeHne mpooieM A MapIipyTH3aTOPOB

e Kak ocyIiecTBiIaTh OJIEPKKY M pa3pelieHue mpodiieM B HHQPacTpyKType
0€30I1aCHOCTH

e Kak ocyImecTBiIaTh OJIEPKKY U pa3pelieHue mpooIeM s CJA0KHBIX KOPITOPATHBHBIX
cerei

ITocse okonuanus o0yuennss Ciaymaresb OyeT yMeThb:

o IlnmanupoBaTh U JOKYMEHTHUPOBATH HaNOOJIEE YACTO OCYIIECTBISIEMbIE ONIEPAIIUH T10
HOJJIEPKKE KOPIOPATUBHBIX CETEH

o PazpabatbiBaTh npoliecc pazpenieHus npoodaeM ¢ IeIbIo ONMPeaeICHUs U PELICHUs
1poOJIeM B CIIOKHBIX KOPHOPATUBHBIX CETIX

o BriOupare onTuManbHble HHCTPYMEHTHI U TEXHOJIOTHHU JJISL pa3perieH st mpooieM u
HOJJICPKKH CIIOKHBIX KOPIOPATUBHBIX CETEH

e OcymuiecTBIATh MONACPKKY U pa3zpenieHne npooiaeM 11t KOMMYTaTOpOB

e OcymecTBIATh MOACPIKKY U pa3petieHue mpooiaeM st MapIIpyTH3aTOPOB

e OcyuiecTBIATh MONICPKKY U pazpelieHre npodiaeM B UHPPACTPYKType 0e301MacHOCTH

e  OcymecTBIATh MOANCPIKKY U pa3petieHue mpo0ieM I CIIOKHBIX KOPIOPATHBHBIX
cereit

2. Y4yeOHBIH MIaH:

Kareropusi caymareneii: Kypc TSHOOT npennasHadeH ajisi CETEBBIX HMHXKEHEPOB C OIBITOM
pa6OTI>I HC MCHCC OJJHOT'O roaa, rOTOBBIX K YIIYUIHICHUIO CBOUX HABBIKOB U K HE3aBUCUMOU pa60Te
CO CIIO)KHBIMH CETEBBIMHU PEHICHUSMHU. Byner mone3eH TeM, KTo 00iasaeT 3HAaHUSAMHU B 00BEME
mporpamMmsal, HO XO4YCT UX CUCTCMATU3UPOBATD, a4 TAKKC IOBBICUTH CBOIO Bq)(beKTI/IBHOCTB 3a CUeT
HOBBIX IPUEMOB U METOJIOB paOOTHI.



TpeOoBaHusl K NIpeABAPUTEILHON MOATOTOBKE:

VYcenemnoe oxonuanue kypca ROUTE: OcymectBienne [P mapmpyrusanuun

OKBHUBAJICHTHAs IOATOTOBKA.

VYcnemnoe oxoHuanue kypca SWITCH: Baenpenune KoMMyTHpYEMBIX —ceTeil

9KBUBAJIECHTHAs MMOATOTOBKA.
«AHrnuiickuii si3pIK. YpoBeHs 2. Elementary, yactpb 2», nin S5KBUBaJIeHTHAs MOATOTOBKA.

Cisco wim

Cisco wim

Cpox o0ydenusi: 40 akageMu4eckux 4acos, B ToM yucie 40 ayauropueix, 0 caMoCTOSTENbHO
(CPC).
®opma 00ydeHHUsi: OuHas, OYHO-3a0uHas1, 3a0uHas. [lo sxemanuto ciymarens Gpopma o0ydeHHS
MOYET OBITh U3MEHEHA W/ JOIOJIHEHA.

Pesxum 3aHATHII: THEBHOM, BEYEPHUI, TPYIIIBI BBIXOJHOTO JTHS.

No O6ma | Beer | B tom uncne | CPC | @op
n/n i 0 Tlex | Tipaxt 9 Ma .
N TpyAoO | aym. N ITA
HaumenoBanue monyseit UUA | 3aHAT
eMKOC | 4 .
10 MpOrpaMme ui
Th
(axan.
9acoB)
1 Mopynb 1. MeTozsl noucka HemoJaaa0kK 7 3 1 2 4 B
Monyinb 2. CTpyKTypupOBaHHBIHI OUCK 7 3 1 2 4 |-
2 HEIT0JIaI0K
7 3 1 2 4 | Jlabo
g3 | Moy 3. 3anaun 00CIy)KMBaHUs CETH iZIIOp
pabor
a
7 3 1 2 4 | Ja6o
Monyinb 4. OCHOBBI KOMMYTHPYEMBIX U patop
4 | MapuIpyTU3HpyeMbIX ceTel 1 komaH el [0S Has
Uit 3 HEKTUBHOTO pabor
a
Monyns 5. Ucnonb3oBanue 7 3 1 2 4 | Jlabo
CIEIUATU3UPOBAHHBIX TEXHOJIOTHI parop
5 | ananuza, 0OCTy)KUBaHUE U MIOMCKA nad
pador
HEMoJaJ0K a
7 3 1 2 4 | Jlabo
Mogyns 6. [louck u ycTpaHeHuE HENOJIAI0K patop
6 B OCHOBHBIX cepBucax IPv4 u IPv6 Hast
pabot
a
7 3 1 2 4 | Ja6o
Monynb 7. [louck u ycTpaHeHHE HENoiIaa0K patop
7 | mpu UHTErpaly MPOTOKOJIOB Hast
MapILIpyTU3alUK BHYTPEHHETO pabor
a

L TIA — npoMexyTOuHas aTTeCTAlHs.



https://www.specialist.ru/course/route
https://www.specialist.ru/course/switch

7 3 1 2 4 Jlabo
Monyinb 8. [lorck u ycTpaHeHHe HENoiIaa0kK patop
8 MIpU UHTETPaLlUU MPOTOKOJIOB Has
MaplIpyTHU3alUKA BHYTPEHHETO MITI03a pabor
a
Monyns 9. Tlouck u ycTpanenue 7 3 1 2 4 | Jlabo
g | HEMOMAZIOK, CBA3AHHBIX C IU3aiiHOM CeTH U iZIIOp
MOJINTUKOM 0€30MacHOCTH OpraHu3aIuu paBoT
a
7 3 1 4 2 JIabo
Monyinb 10. ITouck u ycrpanenue patop
10 | HenmonamoOK B KOMILJIEKCHBIX CETSIX Has
pador
a
Hroro: 70 32 10 22 38
Hrtorosas aTTecTanus TECTUPOBAHUE

Jns Bcex BHUIOB AayIUTOPHBIX 3aHATUA AaKaJEeMUYECKHI 4Yac YCTaHABJIMBAETCS

POJOKUTEIBLHOCTHIO 45 MUHYT.

KonnuecTBO ayquTOpHBIX 3aHATHH NIPH OYHO-3209HOM (opme oOydenus cocrapiser 20-

25% oT 001IEero KOJIM4ECTBA YacoB.

®opwma IIpomexxyTounoii arrectaiii — cM. B JIHA «IlonoxeHnue o MpoBEJEHUN TPOMEXYTOUHOMN
aTTECTAIlMU CIIyIIaTeNel U OCYIIECTBICHUU TEKYIIEr0 KOHTPOJIS UX ycleBaeMoCT» 1.3.3.

1. Kanennapublii ydeOHblii rpadpuk

Kanennapusiii yueOHbIN rpaduk GopMupyercs npu OCyIIECTBICHUN 00YUYEHUSI B TCUCHUE
BCEro KajeHgapHoro roxa. Ilo mepe HaGopa rpynm ciaymiateneil Mo mporpaMme COCTaBIISETCS
KaJCHJapHBINA TpaduK, yYUTHIBAIOIINNA 00bEMBI JICKIIUH, TPAKTHKH, CAMOIIOJATOTOBKH, BBHIE3/Ibl HA

OOBEKTHI.
Hepnensa 1 2 3 4 5 6 7 Hroro
oOydeHust 4acoB
TH BT cp qT T cO BC

1 Henmens 2 4 4 - - - - 10
CPC 4 4 4 - - - - 12
2 Henensd 4 4 4 - - - - 12
CPC 4 4 4 - - - - 12

3 Henens 4 4 4NA - - - - 12
CPC 4 4 4 - - - - 12
Uroro: 22 24 24 - - - - 70
[Ipumeuanue: A — Utorosas arrecranus (TECTUPOBAHKE)

2. Paboune nporpaMmmsbl y4eOHBIX NPeIMETOB

Moayab 1. MeToabl MOMCKA HEMOJIA0K

e OcHOBHBIE IMPUHIUIIBI ITIOMCKA HEIMOJIAA0K

e CTpyKTypUpOBaHHBIN NOJIXO/ K MIOUCKY HEIMOIaI0K




L] HpHMep IMOHMCKa HCIIOJIaA0K C MOMOIIbBIO MICCTU PA3JINYHLIX IMOAXOJ0B

Mopnyasb 2. CTPpyKTYPpHPOBAaHHBII MOMCK HENOJIA0K

e MerTobI U TPOLIEAYPHI
e [Ipumep noucka HEMOJIAJOK C TOMOILBIO CTPYKTYPHUPOBAHHBIX METOJIOB U IIPOLIETYP

Monayas 3. 3agaumn 00CayKMBAHUS CETH

o CrpyKTypupOBaHHOE 00CITyKHBaHHUE CETU

e CepBHUCHI 1 HHCTPYMEHTHI CETEBOT0 00CITY)KUBAHUS

o MHTerpanus noucka Hemnoyaa0K B MpoLecc 00CITyKUBaHUS CETH
o JlabopatopHas pa6ora: l3ydyeHue CTpyKTyphl ceTu

Monayab 4. OCHOBBI KOMMYTHPYEMbIX M MapPUIIPYTU3UPYeMbIX ceTell 1 komaHabl 1OS nus 3¢ dex

e OCHOBBI KOMMYTHPYEMBIX CETEH

e OCHOBBI MAapUIPYTU3UPYEMBIX CETEN

e (COop uH(pOpMaLIMK C TOMOIIIBIO KOMaH I ceMelicTBa show u debug

o JlabopatopHas pa6ora: [louck u ycTpaHeHHE HETIOIAI0K KaHAIBHOI'O YPOBHS

o JlaGoparopHas padora: [louck u ycTpaHEeHHE HEMOJIAI0K KAaHAIIbHOTO U CETEBOT0 YPOBHS

Mopnyas 5. Ucnionib30BaHue crieaTU3HPOBAHHBIX TEXHOJIOTHIT aHAIN3a, 00CTYKUBAHHE U TTOHC]
o Texnomoruu c6bopa Tpadduxa
e (COop uadpopmanuu ¢ nmomoipio mporokoiaa SNMP (Simple Network Management Protocol)
e CoOop uropmarnmu ¢ momoIpo npotokona NetFlow
e (COop uapOpMALIHH O COOBITUIX

o JlaGopatopHas pabora: «Btopas 6a3a». Ilouck u ycTpaHeHrne HENoIa0K P UCTIOIb30BaAHUI
VRRP, GLBP

Moayab 6. [louck u ycTpaHeHHe HeMoJ1a10K B OCHOBHBIX cepBucax IPv4 u IPv6

o JlaGoparopnas padora: «/{au [P». Ilouck u yctpaneHue HemnosiaJok B OCHOBHBIX cepBucax [P

Mopayasb 7. [lonck U ycTpaHeHHe HEIOJIA/I0K MPU HHTErPALMHU MPOTOKOJI0B MAPLIPYTHU3ALMHU BHY

o Jladopatopnas padora: «HoBbie ropuzonTel OSPF». Ilouck n ycrpaneHue HemosagoK npu uc
nepepacnpesesieHul MapipyToB

Mopnyas 8. [lonck U ycTpaHeHHe HEMoJIA/I0K NPH HHTErPALMHU NPOTOKOJI0B MAPIIPYTH3ALMHU BHY




o JlaGopatopHas padora: «<EIGRP-6:1103». [lonck u ycTpaHeHre HEMOMAI0K TPH UCTIOIB30BaAHM
MapUIpyTU3UPYEMBIX HHTEP(EHCOB 1 MHOTOYPOBHEBOI KOMMYTAIHH
o JlaGopatopHas padora: «<BGP-tusicy. [Touck n ycTpaHeHue HEMOMA0K IPH UCTIOIB30BAHUH T

Moayas 9. [louck u ycTpaHeHHe HEMOJa10K, CBSI3AHHBIX € IN3aiiHOM CeTH M NMOJMTHKOH 0e3omac

o JladopatopHas padora: «CBeT MOH ceTeBoe 3epKaible». [louck u ycTpaHeHue HEeNona 1ok, CB
0€301acCHOCTH OpPTaHU3aIluN

o JladopatopHas padora: «B xoHTakTe». [louck n ycrpaneHre HENoOJIAA0K PU OJHOBPEMEHHOM
MPOTOKOJIOB U TEXHOJIOTHIA

Moayas 10. Ilonck 1 ycTpaHeHHe HENMOJIAA0K B KOMILIEKCHBIX CeTAX

o Jladopatopnas padora: «CioxH0?». [IoMck 1 ycTpaHeHNEe HENOIal0K B KOMIUIEKCHBIX CETAX
o JlaGopaTropHas padora (onuuoHaabHo): «Ilecounnnay. [lonck U ycTpaHeHUE HEMOIAT0K B K¢

3. OpraHu3auMOHHO-TIeJAroru4yecKue yca0Bus

CoOmoienne TpeOOBaHUK K KAAPOBBIM YCIOBHUSM pEAH3AIMH  JOMOJHUATEIHHON
podeccuoHaNbHOM MPOrpaMMBbI:

a) TIPEroAaBaTeNbCKU COCTAaB 00pa30BaTEIbHOW OpraHM3alMU, O0CCIICUYUBAOIIUI
00pasoBaTenbHBIA TpoIecC, 00JIalaeT BBICIIMM OOpa30BaHMEM M CTXKEM MPENOJaBaHUS I10
u3ydaeMoil TemaThke He MeHee | roga W (WiM) TmpakTUYecKod paboThl B 00JACTSX 3HAHWIA,
PEelyCMOTPEHHBIX MOAYJISIMU NIPOTPaMMBbl, HE MeHee 3 (Tpex) JIeT;

0) oOpa3oBaTenbHON OpraHu3aluel Hapsay ¢ TPAAUIIMOHHBIMU JIEKITMOHHO-CEMUHAPCKUMU
3aHATUAMU TPUMEHSIOTCS  COBpeMEeHHble dS((EeKTUBHbIE METOAMKH MPENoJaBaHUi C
MPUMEHEHUEM MHTEPAKTUBHBIX ()OpM OOyUYEHUS, ayIUOBU3YAIBHBIX CPENICTB, HHPOPMAIIHOHHO-
TEJIEeKOMMYHUKALMOHHBIX PECYPCOB U HATJIAIHBIX YY4EOHBIX TOCOOUH.

Cobmronenne TpeOOBaHMI K MaTepHaIbHO-TEXHHMYECKOMY M Y4€OHO-METOIUYECKOMY
00€eCIIeueHUIO TOTTOTHUTEIbHON PO ECCHOHAIBHON TTPOTPaMMBI:

a) oOpa3oBaTellbHas OpraHMU3allHsl pacrojaraeT HeoOXOAUMON MaTepHaTbHO-TEXHIHYECKON
0a30H, BKJIIOYasi COBpEMEHHbBIC ayIUTOPUH, OMOINOTEKY, Ay TMOBHU3YyaIbHbIE CPE/ICTBA 00yUCHUS,
MYyJIBTUMEANHHYIO anmnaparypy, OprTeXHHKY, KOMUPOBAIbHBIC ammapaTel. MarepuanbHas 0a3a
COOTBETCTBYET CAaHMTAPHBIM M TEXHUUYECKUM HOpPMaM U MpaBujaM U 0OecreunBaeT MpoBeIeHNE
BCEX BHUJOB MPAKTUYECKOW M JUCHUIIMHAPHOW MOIATOTOBKHU CIIyIIAaTeleH, MPeayCMOTPEHHBIX
y4eOHBIM TIJIAHOM peaTu3yeMOU TOMOHUTEIBHON PO ECCHOHAIBHON TTPOTPAMMBI.

0) B ciay4yae NMPUMEHEHHUS DJIEKTPOHHOTO OOYUYCHHsI, TUCTAHIIMOHHBIX O0pa30BaTEIbHBIX
TEXHOJIOTHI KaKIbI OOydYaroIIMiiCSs B TEUEHHWE BCEro Iepuoaa oOydeHuss obOecreuynBaeTCs
WHAVBUAYAIIbHBIM ~ HEOTPAaHUYCHHBIM  JOCTYMOM K  DJJEKTPOHHOW  HMH(OpPMAIOHHO-
o0Opa3oBaTeNnbHOIl cpele, colepkalleil Bce JJIeKTPOHHbIE 00pa3oBaTelbHBIE PECYPCHI,
MIEPEYUCIICHHBIC B MOAYJISX OMOTHUTEIHHOM MPo(dhecCHOHATEHOM MPOTrpaMMBl.

4. @opMbl aTTECTALIMH M OLICHOYHbIE MaTEePHAJIbI
OO0pa3zoBarenbHas OpraHu3alys HeCeT OTBETCTBEHHOCTD 3a Ka4eCTBO IOJrOTOBKHU CIIyIIaTenen
U peamu3alyio JOMOJHUTENbHONW Npo(ecCHOHANBHOM NporpaMMbl B TIOJHOM 0OBEME B
COOTBETCTBUM C y4EOHBIM IIAHOM.



OrneHKa KauecTBa OCBOCHMSI JOTOJHUTEIIBHONW MPOPECCHOHATBHOM MPOTPaMMBI CITyIIaTeNeH
BKJIIOYAET TEKYIIUA KOHTPOJIb YCIIEBAEMOCTH U UTOTOBYIO aTTECTALIUIO.

[TpoMexyTouHass arTecTalysi MO JaHHOMY Kypcy MpPOBOIUTCS B (opMe BBIIOTHEHUS
MPAKTUYECKUX pabOT, K MTOTOBOHM aTTeCTAllUU JOMYCKAIOTCS CIYIIATENH, BBIOJHUBIINE BCE
MpaKTUYECKHUE pabOTHI.

PesynbraTel utoroBoit arrecrauuu ciymareneit JAIII1 B coorBeTcTBHM ¢ (OPMOI UTOTOBOIA
aTTecTallid, YCTAaHOBJICHHOW Y4YeOHBIM IIJJaHOM, BBICTABIISIIOTCS IO JBYX OajdbHOW IlKale
(«3a4TeHO\HE3aYTCHOY).

CrnymaTensM, YCHEIIHO OCBOMBIIMM JOIMOJIHUTENIBbHYIO MPOPECCHOHANBHYIO Mporpammy M
MPOMIESIIITNM HTOTOBYIO aTTECTAIMIO, BBIIACTCS YIOCTOBEPEHHE O MOBHIIICHUN KBATU()UKAIIUH.

CnymatensM, He MPOLIEAINIMM HWTOTOBOM aTTeCTAllMU WJIM TOJYYUBIIMM Ha HWTOrOBOM
aTTeCTallMd HEYJIOBJIECTBOPUTEIbHBIE pE3YyNbTaThl, a TaKXKe JIMIAaM, OCBOMBIIMM 4YacTh
JIOTIOJTHUTEILHON TTPO(ecCHOHaTbHON TTpOorpaMMBbl M (MJIM) OTYHUCIICHHBIM U3 00pa30oBaTeIbHOM
OpraHu3alliy, BBIJACTCS CclpaBKka 00 oOydyeHHMM WM O Mepuoie oOydeHus 1o oOpasiy,
CaMOCTOSITEJIbHO YCTaHaBIIMBAEMOMY OOpa3oBaTeIbHON OpraHu3aiueii. Pe3ymbraTbl UTOTOBOM
aTTeCTallUU 3aHOCSTCS B COOTBETCTBYIOLINE TOKYMEHTBHI.

HtoroBast arrectanusi MNpoBOIUTCS MO (GopMe TNPEACTaBICHUS Y4eOHBIX TPOEKTOB U
HOJATrOTOBKU JIMYHOT'O OPT(HOIINO.

IIpoMe:XyTOYHAS ATTECTAIUSA:
IpakTuyeckas padora (BLITOJHCHHUE 3aJaHHI):

Non/n

Temamuxa RPAKMUYUECKO20 3aHAmMUA

Dopma 114

Monyns 3.

JladopaTtopHas pa6oTa: 3y4ueHre CTPYKTYPHI CETH

JlaGopaTopHas
pabota

Monys 4.

JlabopaTopHass padora:
KaHAJILHOTO YPOBHS
JlabopaTtopHasi padora: Ilouck u ycTpaHeHHe
KaHaJIBHOT'O M CETEBOT'0 YPOBHS

Ilonck w ycTpaHeHHe HEMOJIAAO0K

HCIIO0JIad0K

JlaGopaTtopHas
pabora

Monys 5.

JladopaTopHasi padota: «Bropas 06aza». Ilouck u ycTpaHeHme
HEMOJIAJIOK MpHU HcHoiab30BaHuu mpotokonoB DHCPv4, DHCPv6,
HSRP, VRRP, GLBP

JlaGopaTtopHas
pabora

Monys 6.

JladopaTopHass padora: «J/lmm IP». Ilomck u ycTpaHeHme
HENoJal0K B OCHOBHBIX cepBHcax IPv4 u IPv6

JlaGopaTopHas
pabota

Monyns 7.

JladopaTopHas padora: «Hoswle ropm3ontel OSPFy». Ilownck m
YCTpaHEHHE HEMONAJO0K MpH ucnoib3oBaHuu mnportokona OSPF u
nepepacnpeeieHud MapiipyToB

JlaGopaTopHas
pabora

Monys 8.

JladopaTopHas pa6ora: «EIGRP-0mi03». Ilonck M ycTpaHeHHe
HEIOJIAJIOK TPH KCITONIb30BaHUM TpoTokona EIGRP, BupTyamsHBIX
MapIIpyTU3UPYEMbIX uHTephercon " MHOTOYPOBHEBO#
KOMMYTaIu’

JladopaTopHas padora: «<BGP-muisicy. [Touck u ycrpaneHue

JlaGopaTtopHas
pabora

Monyas 9.

JladopaTtopHas padorta: «CBeT Moii ceTeBoe 3epKanbiie». [louck u
YCTpaHEHHE HETOJIJ0K, CBSI3aHHBIX C TU3AHHOM CETH M MOJIUTUKOM
0€30MacHOCTH OpPraHN3aluN

JladopaTopHass pabora: «B konrtakre». llomck W ycTpaHeHme
HETOJA/IOK TPH OJHOBPEMEHHOM HCIIOJIb30BAHUU MHOXKECTBA
Pa3TUYHBIX TPOTOKOJIOB M TEXHOJIOTHIA

JlaGopaTopHas
pabora

Moaynb
10.

JlabopaTopHass pa6ora: «CioxXHO?».
HETOJIaI0K B KOMIUIEKCHBIX CETIX
JlabopaTropHas pa6ora (onunoHaiabHO): «Ilecoununay. [louck u
YCTpaHCHHE HEMOJAI0K B KOMILICK

Tlouck u ycrpaneHue

JlaGopaTopHas
pabora

HTorosas arrecTanus no Kypcy (recTupoBaHue):




Bonpocsl Tecta/oTBeT:

203. Kaxxnaplii cermMeHT , TIOJICOETMHEHHBIN K TIOPTY ,
MOXXET OBITh Ha3HAYCH TOJIBKO OHOW BUPTYaJIbHOM CETH.
* Konnienrpartopa; KommyTaTopa

204. KoMMyTaTOpbl, KOTOPBIE SBIISIOTCS KJIIOYEBBIM 3JIEMEHTOM BUPTYAJIBHBIX CETEH, JalI0T BO3MOXKHOCTD
BBINOJIHUTD CJIEAYIOLLEE:

* Brimonaate 00MeH nHpopManneil Mexxy KOMMYTaTOPaMu 1 MapLIpyTH3aTOpaMu

* [IpuHATH pemeHns o GUIBTPALK U OTIpaBKe GpeiiMoB

* CrpynnupoBath OJIB30BaTeNeH, MOPTHI WIIH JIOTHYECKUE a/ipeca B BUPTYAIbHOM CeTH

205. TepMuH pacuupsieMass MUKpOCETMEHTALIUS O3HAYaeT CIEAYIOLIee:
* BO3MOXXHOCTh pacIIUpeHHUs CeTH 0e3 CO3MaHMs KOJTM3NOHHBIX JOMCHOB

206. Uto 13 nepednciIeHHOTr0 HU)KE HE SBJISIETCS] IOCTOMHCTBOM CTaTUYECKOM BUPTYaIbHOM ceT?
* ABTOMaTHYECKOE OOHOBJICHIE KOH(PUTYpaILIUK TOPTOB MPH JOOABICHHN HOBBIX CTaHIIUH

207. Yto 13 nepeunciieHHOTr0 HIKE HE SIBJISIETCS] XapaKTepHBIM IPU3HAKOM BUPTYaJIbHOM ceTH?
* Bce nepeunciieHHbIe TOHATHS SBISIFOTCS XapaKTEPHBIMU NPU3HAKAMH BUPTYAIbHON CETH

208. UTo 13 mepeunciieHHOT0 HIKE SBISETCS MOJIOKUTENbHBIM PE3yIbTaTOM HCIIOJIb30BaHUS
BUPTYaJbHOU CETH?
* OTCYTCTBYEeT HEOOXOIUMOCTh KOH(PHUTYpUPOBaHHS KOMMYTATOPOB

«HpOCKTI/IpOBaHI/IC JIOKQJILHBIX CETCi»

209. Kakas 13 cleayoiux XapakTepucTuK He BepHa a1 10BaseT?
* MakcumanbHas quHa — 400 MeTpoB

210. OcHOBHas 11eJ1b IPOSKTUPOBAHMS KaHAJILHOTO YPOBHS — 3TO BBIOOP YCTPONCTB

, TAKUX KaK MOCTBI HJI KOMMYTATOPbI JIOKATBHBIX CETEH, NCTIONb3YEMbIX JIIIS
COE/IMHEHUSI HOCHTENEH C LeNbI0 00pa30BaHKs CETMEHTOB JIOKAIBHBIX CeTel?
* 2-r0 ypoBHS; 1-T0 ypOBHS

«HpOGKTI/IpOBaHI/Ie JIOKQJIbHBIX CETCi»

211. Yro 13 mepeuncIieHHOTr0 HU)KE BEPOSTHEE BCETO BBI3OBET MEPETPY3KY B CETH?
e Jloctyn B Internet

* JlocTyn K TTIaBHOM 0a3e JaHHBIX

* [Tepenaua rpaduku 1 BUaEO

212. Yt1o u3 NEPCUNCICHHOI'O HUKEC HE BbI3bIBACT YPE3MEPHOT'O H.IPIpOKOBeH_IaHI/IS{?
e CIMIIIKOM MHOTO CETEBBIX CETMEHTOB

213. Uro sBnsieTcs IPEeUMYILECTBOM UCIIOIb30BaHUS YCTPOMCTB 3-T0 yPOBHS B JIOKaJIbHOM ceTH?

* OHO o0OecrnieunBaeT JOTHUECKOE CTPYKTYPHUPOBAHUE CETH

* OHO MO3BOJISIET Pa3JIeIsATh JOKAIBHYIO CETh HA YHUKAIbHBIE (DU3NUECKUE U JIOTUIECKUE CETH

* OHO (QUIBTPYET MHUPOKOBELIAHNE U MHOT0aJIPECHBIE PACCHUIKN KaHAJIBHOTO YPOBHS U MO3BOJISIIOT
MOJKJIIOYAThCS K PACIPEACICHHBIM CETSIM

«IpoTtokonsl mapmpytuzanuu IGRP»

214. MIPOTOKOJIBI MapUIPYTU3ALMK ONPEAEIIAIOT HalpaBlIeHne U pacCTOSHUE JI0
1r000T0 KaHalla CeTH COBMECTHOTO MCIIOJIb30BAHMS; MPOTOKOJIBI




MapIIpyTH3AINH TAaK)KE Ha3bIBAIOTCS MPOTOKOIAMHU BHIOOpA IIEPBOTO KPATYAUIIIETO MTyTH.
¢ JIuCTaHIIMOHHO-BEKTOPHBIE; KAaHATBHOTO YPOBHS

215. Kakyo u3 npuBeICHHBIX HUKE KOMaH/I CJIeTyeT UCTIONb30BaTh st Beioopa IGRP B kauecTse
MIPOTOKOJIA MapIIPyTHU3aAAN?
e router igrp

216. OT KaKoro U3 MPUBEJCHHBIX HUXKE JCUCTBHI 3aBUCHT YCIIEX TMHAMUYECKOW MapIIpyTH3AINN?
* [Teproinveckoe BHECEHUE N3MEHEHUH B TaOJIHMITy MapIIpyTU3AIHN
* [Tonnepxanue TabaMLBI MapIIPYTHU3ALUN

217. ITocne onpeeneHus MyTH, IO KOTOPOMY CJICAyEeT HAIlPaBUTh MAKET, KAKOE CIICIYOIee NeHCTBUE
MO>KET BBIIOJIHUTHh MAPIIPYTU3aTOP?
* KommyTanus nakera

218. Yto 13 MepeyrcIEHHOr0 HIKE HE SIBIIICTCS IIEPEMEHHOM, HCI0JIb3yeMoi poTokosioM IGRP mis
ompeesicHYsI 3HAYCHUS! KOMOMHUPOBAHHON METPUKU?
* [Iporokon IGRP mcrons3yeT Bce 3TH BETHINHBI

«Crnucku ynpasnenus goctymnom (ACL)»

219. Kak Ha3bIBaIOTCS IOMOMHHUTENBHBIE 32 OGUTa B upekTrBe access-list?
* BUTHI 11a610HA

220. Kakum 00pa3oM MapLIpyTH3aTOP pa3jinyacT CTaHAaPTHBIC CIIUCKH YIIPABICHUS JOCTYIIOM U
pacmpeHHbie?

» CraHJapTHBIC CITUCKU YIPABICHUS JOCTYIIOM UMEIOT HoMepa ot 1 110 99. PacmmpenHsie criucku
yIpaBIEHHS JOCTYNOM UMeroT Homepa oT 100 mo 199

221. KakoMy U3 IpUBEIEHHBIX HUXKE BBICKAa3bIBAaHUI 3KBHBAJICHTHO BBHIIIOJHEHHUE
xoman e Router(config)# access-list 1 156.1.0.0 0.0.255.255?
* "Pa3pemmTh AOCTYI TOJIBKO K Moeit ceTu."

222. KaKy}o U3 IPUBCACHHBIX HUKC KOMAH/[ CJICAYCT UCIIOJIb30BaTh AJId TOTO, 4TOOBI BBISICHUTD,
YCTaHOBJICHBI JIM Ha JAHHOM UHTepdelice CITUCKH yIpaBlIeHHS JOCTYIIOM?
* show ip interface

223. Komana show access-list nucrones3yercs ist TOro, 4To0ObIL:
* IPOCMOTPETH JUPEKTUBBI CIIMCKA YIIPABJIEHHUS JOCTYIIOM

224. Yreepxnaenue: "[lpu 3amanun pazpenieHus Ha JOCTYIT B CIIHCKE YIPaBIEHHsI, COTIPOBOXIaeMOM
HESBHBIM "0TKa3aTh BceM', BCEM IMOTOKAM JaHHBIX, KPOME YKa3aHHOT'O B AMPEKTUBE permit, OyaeT
OTKa3aHo B JocTyIe".

* ctuHHO
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